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2. MICROSESAME IN A NUTSHELL

MICROSESAME

MICROSESAMEs an embedded system for
Centralised Security Managemef&ccess control,
intrusion, video) and forBuilding Technical
Management

It allows the centralised supervision of all
electronic information in the site.

Several functions are managed through a common
graphical interface, making their operation easier
and interventions more efficient.

As interactions between different systems can be
fully automated (actionstriggered by specific
events), quick processing is also guaranteed.

The system consists of a software and a series of IP
controllers connected to any type of hardware.

MS & ENTRY

MS & PRIME

MS & HIGH SECURE

CUBE

This architecture is based on standards that
guarantee its durability, but also its ability to
evolve at a lower cost.

By integrating SDK or computer protocols
(MODBUS...), MICRGESAME can  monitor
information from external systems (such as fire
centrals) and behave as a digital video system
hypervisor.

It also communicates directly with APIs and other
safety or security equipment through gateways
(OPC, text...).

In addition to the functional description of
MICROSESAME CUBE, you will find at the end of
this document the CUBE software/hardware offer
according to 3 levels (ENTRY, PRIME, HIGH
{9/!'w90 o6FaSR 2y (KS
CUBE offer is:

w Simpler & richer: All of TIL's software
power is included in the basic licence,
from the first reader. Only one machine
is available, full capacity & options
More secure: Native cyber security with
full system protection, ANSSI conformity
More scalable: Security control can
evolve by simple software update
without changing the hardware in place
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3. CERTIFIED ARCHITECTURE & ANSSI
QUALIFIED

CYBER SECURE HARDWARE AND SOFTWARE ARCHITECTURE

AMICRGESAMErchitecture consists of the following elements:

3 A server, which is both aetip and an operating station. It operates under a standard Windows
computing environment. Its implementation is easy and tisendly.

3 An Ethernet IP network (witeor Wi-F) on which the server is connected to operating stations
(MICRGESAME&: VISICGGESAMEheavy clients- light clients via RDP/Citrix WEB clients via
WEBSESAMEor PC, smartphone or tabletsjo TIL centrals T, and mobility tools (MOBILIS
terminalg.

3 The Ethernet network also connects tMICRGSESAMEolution to endcustomer systems (Active
directory, SNMP supervisor, HR database...) and to-frarty applications (VMS server and video
recorders, OPC hypervisor, MODRBIdS8trollers..).

3 Multifunctional andstandaloneTIL central®n IP networkor control access, intrusion and EBVI

3 Intrusion keyboards, online mechatronic solutions, remsteecialisd electronic modules (doors
modules entrancéexit modules...), connected to theontroller secondary budor a distributed or
centralisedarchitecture

3 Readers, access control keyboard readers, senstosr(contacts, intrusion detectors, etc.),
controlled accesses (locks, barriers, tripods, etc.), actuators (sirens, dighticonnected to these
specialisd modules

SECURITY

VISA §
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PORTABLE USE ALARM REMOTE
WEB FUNCTION TRANSMISSION
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CYBERECURE SOLUTION, ARCHITECTSRHN CERTIFIED ANSSI

Protecting sites is no longer enough. It is also important to put in pfeshanisms to secure the security
system itself against external and internal threats.

Across theMICRGBESAMErchitecture, from badges to servers, electronic and software protections
are implemented to prevent malare or hacking.

To ensure the best security and cyber security, the solution is cerfifisiSlaccording tahe Architecture 1
recommended by ANSSI (transparent reader).

MICROSESAME Server
redundancy KEY SECUREM/INAGE:

cusE
“ Key ceremony
‘.":G"J “"A.f,“"": '."!"Tf,,
o-

il

i MCROSESAME ." 00
operation CUBE

Encrypted TLS v1.3 communication (certificates, signed + life signal)

Rights, traceability and
identification of operators

from MS CUBE
®
./
Customer LS
- Passwords
management by the
LDAP directory
- 802.1x radius server
- Server certificates TILMAN CUBE : .
(TLSv1.3, 802.1x) - State information and centralized update
- SNMP v3 supervisor of all the CUBE automate and MLxx
- Syslog logs HTTPS secure web applications modules firwares with MICROSESAME
centralizer CUBE :
- Test and display the status of the CUBE
and NG inputs

HCH = TILLYS &% MLP 2% EVOLUTION  omsiresee

URE
CUBE %

ECURE ’ _0
GER n =
i fﬂ\ . /ﬂ\ = @ ')) «' —_—

IP TLS /802.1x Encryption Enosyption : Customer key

Control unit ~ ANSS! certified Access  ANSSI certified Trans ,eadte',eade"
module

+ reader licence
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MICRGESAMEUBEthe CUBHhardware rangeTILLY EUBEML remote modules) and
"transparent"EVOLUTIOKeaders provide you with the following cyber security qualities and capabilities:

3 Official ANSSI certificatiand qualificatiorrequired for regulated sites
according to thdaws in force and advised on all sensitive sites

3 An ANSSI qualification to maintain this level of security in the long term
(TIL TECHNOLOGIES committed to maintain the ANSSI standards)

3 A secure endo-end solution, from badge to server

3 Al TLS v3.secure IP network communications with certificates between the server and the
automaton the one hand and customer workstations on the other

CUBE CASES
3 Default and abuse informatiogan be managedoull-out, damagal case communicationdefaults,

power defaults (sector, low battery, charger). Error and sabotage protetitronghbalanced inputs,
outputs and RS485 buses. Protection against short circuits, surges and polarity reversals.

TILLYSUBECENTRALS
3 Anembedded HTTPS web server for leoalfiguration

3 802.1X (Radius) compatibflitSNMPV3 for monitoring systestatus andhlarms.

3 A modular architecture with 3 ANSSI certified and secure AEBItIR&485 buses.
Remoteaccess control and intrusion modulae connected through these busesallow:
w Reusinghe existing wirindo save costs.
w Certifyingexisting wiring
w Hainga distributed orcentralisedarchitecture to choose from

3 Firewall Protectiorfor Denial of Service (DoS) Attacks

MLPDOOR MODULES
3 Seure AES128 bitRS48FTommunication with transparent readers

3 A natively integrated ANSSI EAlcgrtified HSMcontaining the "access control" application keys of the
badges

3 Applets (setting) to adapt to the customer badge chart emdontrol LEDs and buzzers of the

transparent readers. Accessttoe MLP/MLD applets settings is protected by operator access
rights.
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RFIDREADERS:
3 ANSStertified keyboard readers under architecture 1 known as "transparent readers" (no badge

key stored in the reader) to manage your high security DESFIRE badges

3 EVOLUTION transparent biometric readers managed using the SCCPv1 and SCCPv2 (ANSSI
certified) protocols from MLP modules haimg) new status (Badg®Kbut fingerprint
forbidden timeout) and duress fingerprints

KEYS MANAGED BY ENE CUSTOMER:
3 For any badge applications (access, restaurant...), which are entered or created (key ceremony) by the

customer on a singldedicated interfacd KSM NGE& These are easily backed up in a secure digital
AES256 bits container placed on MIGESAMEersion 2018Allthese keys are never visible to third
parties who design, integrate or maintain the system. 1 key ceremony is required for the integrator
and the final customer

KE®% & APPLETS:
3 Secure applet and kegentralisedfrom the server or KSM to the HSM modules of the MLP/D

modulesto facilitate the distribution of the keys and be able to change them in all modules from the
central system, as redped by ANSSI

3 A principle of key diversification, in line with thé&10922 standard, allows the end customer to have
different keys depending on the badges and choose its formula by customizable padding

THECUBEPRODUCRANGE:

3 TILMANCUBE offers acentralisedview of the entireCUBHleet (automat, modules) to read and
update their firmware versions via global downloads. It therefore makes it easy to manage corrective
and scalable maintenance from a central station but also an aid to the commissioning by tests, wiring
diagnostics of detector inputs.

3 The TILLYSUBEsecurity solution (which is certifieth access contrdlis also availabldor intrusion,
offering youa cybersecure central managing intrusion

3 TheCUBHirmwareissigned to guarantee their integrity.

STRENGTHENED SECURITY

Strengthening security by removing the reverse DNS code (impact on certificate content)
Operator passwords are protected in BDD by SH2AHASHE: 512 random characterSEL
WEBSESAMIportal protected from "CSRF" attacks

A web query with library queries about suspicitnehaviour(multiple attempts

to access nayo zones...). Editable ljstutomaed reports.

AN WWW
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HIGH ADAPTABILMIYOUR COMPUTING ENVIRONMENT

Hardwareand softwarerecommendations depending on your system size are available.

MICRGESAMEacks the evolution of OS and database versions to remain compatiblehgith

latest computing environments

Before any system installation or migration, you can refer to specific documents, updated regularly and
available from your usual TIL contact.

COMPATIBILITE WITH IEESDS AND DB:
Server: Windows 16r 11PRQor Enterprise (64 bits)for small systemsWindows Server
20190r 2022Standard or Essential Edition (6#s).

Thickclient: Windows 1@r 11Pro or 64bit Enterprise
Database: SQL Server ZQ& 2019 (64 bits)

3

3
3

ADAPT TQLIGHTCLIENT" INFRASTRUCTURES:

3 Compatibility with RDS.€.: TSE)/ Citrix solutions uU
3 NoMICRGESAMBDpp to install on stations

(7]

WindowsRDS

3 Connecting from any network station

3 Floating license operation /simultaneous connections

WEBESAMB/EB PORTAL FOR FUNCTAOICESSIBLE FRUME CLIENT INTRANET:
3 Selfadaptive screens (resolution and orientation) in different format (smartphone, tablet, PC)

3 Improved ergonomics for simplified use on tablets and smartphonesdgseiplete fields, photo
display, check buttons)
3 Functions available for a large population:
w WEBAPPOINTMENTEanaging appointments, visitsisitors WEBSESAME
w WEBUSER®/anaging users cuBE %
w WEBREPORTS: Generate, export reports, predefined queries
w WEB HISTORY: History access control events, techniques
w WEBALARMS: synthetic view of current alarms
w WEBREAL TIME FEED: Rimaé monitoring of eventaccess, technique, system. Click to view the
user profile of the event. Simplified Event Monitor
w WEBAREAS: identify + nb péoplepresent inanarea
w WEBActivity-tracking Add and view open operator issues/comments of current acknowledgeable
alarms. Simple search or by filters.
w WEBMy site: Edit synthetic reports & graphs of authorised and refused passages on supervised site
w WEBProperties: Help to diagnosing its installation: View the list of states / properties (e.g: open
port) of a supervision object, perform filter searches, Interact with these states (remote controls),
Inhibit a property if maintenance
COMPATIBLE ON A VIRTUAL ENVIRONMENT (VMWARE):
3 Server pooling, energy savings V'TIWO re

3 Software license compatible with this environment

Microsoft

3 On dedicated physical machine or datntre. Azure
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3 Redundancy possible by environment (VM HA module)

OPEN TO YOUR NETWORK AND ARCHITECTURE CHOICE:
3 Third party architecture (DB, application server, WEB server)

3 VPN, VLANompatible.
3 SMTP/email transmissions

3 AutomatTILLYEUBBO02.1xcompatible SNMPv3, IPv6 readypstName possible

SYSTEM/HARDWARE REDUNDANCY:

3 Compatibility with the SAFEKIT redundancy solution
3 Presetinterface foMICRGBESAME

EVIOIAn

INSTALLATION PACKAGING. INTEGRATEIMRNIFIED MIGRATION AND RESTAURATION PROCESS:
3 Easy installation dfiiICRGSESAMEerver and client stations. All components are included in the

installation package
Client and erver migration toolsvailable
Semiautomatic updatefor light clientsthroughthe server

All "System" applications service

AN N N W

Backup, automati©Bbadk up according to @re-set path, restoration tool

OPERATOR RIGHWIANAGED VIBRDAP
See dedicated chapter for further details

SYSLOG SYSTEM EVENT GATEWAY

Thesystem event gateway sends events relating to security, stability and performance to the IT. There are
events related to building security (physical access control, intrusion, etc.). This gateway enables IT to monitor
MICROSESAME application in &ddito the traditional OS probes (RAM, CPU, etc.). Each event can be
activated/deactivated in the gateway settings. Events are transmitted via the SYSLOG channel. They are
inserted in the system event history.

Event list :

3 Operator security events
0 Authentication success / failure
o Password change
0 Unauthorised action (= elevation of privilege failure)

3 Network / machine security event

0 Expiry of communication certificates at different levels of the architecture.
3 Stability events

0 Unexpected shutdown of a PLC
3 Performance events

0 Access update download time too long
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HIGH AVAILABILITY & PERFORMANCES

The architecture has been designed to offer you kaghilability and performance through:

3

N N N WKW

Autonomous operation of eachILLY£UBEHInit, with its extension modules and devices, without
Ethernet network and/or serverkeeping a history log with the last 10,000 events when
communication is lost with MICEBESAMEautomatically downloaded when restored

Direct crosscentral IPcommunication (antpass back No server required.

TheTILLY&UBEentralssimultaneously procesbadges in less than 500 ms, even with transparent
readers and high security badges. The HSM crpptaessor present on all modules manages the
readers for parallel decryption

Server redundancy is possible with the client virtual environment or the SAFEKIT solution, validated
and distributed by TIL

Third-party IT architecture possible to multiply machine power
Temporary license recovery website available 24/7 in the event of a server crash
Industrially designe@€UBEontrollers with a 26yearold MTBF and a 5 mn MTTR

Parallel download to al TILfrom the server

ASSISTANCE & ADAPTABILIRNSOBADGE ENCODING CHARTS

The TIL solution allows for high security and project adaptability in key managamhtidge mapping according
to the final customer encoding chart.

TIL TECHNOLOGIES offers support to the end customer to help them devehmoding chart for mulgle
application, ANS®lompliant, highsecurity, flexible badges.
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4. FEATURE-RICH SAFETY AND SMART
BUILDING MANAGEMENT

MICRGESAMES an open and scalable system. It MICRGESAMBrovides functional richnessfor
supervises its own controllers and devices, sensors safety andsmart building managemerts it covers

and actuators It handlethird-party products or several safety areas (such as access control,
systems (industrial controllers, air conditioning, intrusion, supervision...) and several markets
heating, fire, et.) interfacing with them according (industry, tertiary, sensitive sites, infrastructure,
to several protocols (MODBUIS OPC UA, etcas communities). It allows you to adapt its
well. configuration to the exact needs of the end user

and to be scalable if necessary. Here is a-non
exhaustive list of key functions:

PEOPLE & OPERATOR MANAGEMENT

USER MANAGEMEpermanent/temporary users, visitors, operators) and their personal data: identities
with pre-existing fields (name, firshame) and customizable fields or pset dropdown lists, validity
duration, attachments, latesbadge passage information, "user stasu®VIP" ...)

ATTRIBUTION OF MULTIBI(badge, car plate, virtual badge, @&e) per person, up to 4 technologies per
server among N, and 99 identifiers per technology (e.g.: 2 badges, 3 cars)

olHo AA-123-AA
spe=t o
oh s [AA-123-A4

BUILTIN BADGE BACKGROUND EDIfixed and variable texts, photo, QR code, logos, ...), recto/verdour,
... can be used toustomiseyour badges.

MAPPING / ENCODAIsHghly customizable and secure

GRAPHICALUSTOMISATIOMULTIPLEPPLICATION ENCIG secure (for access, restaurant, time
managementourly, ...) and badgenrolmentin a single operation on the printer for fast, easy, secure badge
productions. Builin encoding and badge backgroundtaulj.

AUTOMATIOSERSYNCHRONISATIand generation ofmultiple application badgesencoded on
MICRGESAMEDr Restaurant applications, time schedules, ...

SEE CHAPTER FOR FURTHER DETAILS ON OPERATOR MANAGEMENT, RGPD, ENCODING & BADGE
CUSTOMISATION
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ACCESS CONTROL

3 Management oprofile-basedindividual access rights, with start and end date. Access rights are
assigned to the users, regardless of the ID or the online/offline readers

3 Group changes in access rights for people resulting from a muttipdgia search

3 Automatic allocation of access righfisr people imported from an HR database, througte-set rules
across all user fields (e.g. profile 1 in department 1)

3 Automatic download of the list cduthorised persondo the TILLYS NG centrals,soon as the validation
process is finished

3 Elevator management with floor filteringy person, time schedules, crisis level.
Priority for specificstaffo | 2 a LA G F £ X0

3 Compatibility with different technologies and all types of access control readers:
w Proximity badge readeiia 125 kHz and 13.56 MHz (MIFARE, DESFIRE, ICLASS, ..))

MOBILIReaderl3.56 MHz (MIFARE, DESFIRE
Longdistance readers, active badges or remote corstrol
License plataeaders biometricreadersor QR code displayeghd readon smartphone
Cylindersand mechatroniccrutchesfor both online and offlinesolutions..
Online solution TIL $TICfor virtual badges on smartphone with:

A EVOLUTION readekrtieichnologic Bluetooth/13.56 MHz +

A ST cloud platform

g€ egeee

3 Command of different controlled accesses or actuators (barielectric lock, tripods, displays,
sirens, lighting, ...)

3 Highly flexible modus operand2/3/X doorairlocks single or tweway, reader or keyboardeader
(badge + code), mobiterminals single or double badgawipefor risk areas withmixed populations
in different categories, ...

3 Advanced featurewith cumulative impact on access rights:

w Control of esttimes.

w Clearance (electrical, medical authorizations granting access to specific areas) applied to spec
individuals and specific areas, with defined start and end dates

w Crisis level among the 7 (vigipirapgssible levelsassigned on a person basasidfor specific
floors via an operator command on synoptic or enslavement. Procedures to choose according
to crisis levelgbadge-> badge, badge + code, double bapige

w Temporary and geographic amtassback managemerdf a local or global level, and depending
on APBwaiver.

w Forced access with badge + specific code

w Dependencyoncept Mandatory badg swipeon readerXbefore swiping the badgen readery.

MICROSESAME 2023.1 Functional Description 13 v. September 2023



ACCESS CONTERPECIFIC FEATURES

VISITOR MANAGEMEWith a full workflow of
visit and visitor creation, from visit validation to
on-site visitor hosting.

PARKING MANAGEMEaND sensitive areas with
area counting, possible access threshold by
category type

CONTINGENCYLAN ASSISTANGEustering)
(simulation or real conditions) with dedicated
interfaceto display the listthe counter,the current
location of people in eactf the secure/risk areas.
Charts and user pictures are available, as well as a
printed version, for rescuers to use.

MULTIPLE SITE & LOCATION MANAGEMENT
concepts such assite (hardvare, supervision
material), entity (individuals), classification
(reades), perimeter (keys) @ well asoperator

management

INTRUSION

MANAGE ALL DETECTION INFORMArorldny
contact type (such asadars, sensorsy managed.
Contacts may beonnected to:

- Gontroller balanced inputsTOR of our centrals

- EQUILOCKTtransponders linked by bus to
EQUILOCHKodules,

- Centrals,or third-party systemsonnected to our
systemthroughMODBUS, ORC

- Or SORHEAolutions(interfacedviaMAXIBU$,
or VMS image analysilata (interfacedvia SDKo
our system).

INTRUSION RIGHASSIGNED ANLCENTRALISED
for all TILLYSentrals through MICRGESAME
simplicity, speed, flexibility. Several intrusion areas
can be managed on severalthorisal intrusion
centrals

PCVAVideo access control performed by an operator
After badge detectionthe operator mayallow access
or may just be informed, and accessmanaged
accordngto access rights

REGISTRATI(electrical authorization, medical
I dz(i K2 N Tpér fefsénrkl pex dccessth start
and end dates

REST TIMEANAGEMENTo comply with
employment regulations.

PATROLLING ROUND MANAGE/demtralised
itineraries badges swiped on specific badge
readers

QUARANTAINRmanagedoy TILLYEUBEentrals
(Quarantine aea, itineraryand durationmustbe
defined).

BAGES ACTIVATED ON THE S'diséétly by users
by entering a personal activation code on the
CARDIGO terminal

ON/OFFSURVEILLANONRPARTICULAR AREAS
intrusion area surveillance on/off by time
schedule, by ACTILLYSUBEeyboardmulti-area
management  Wh  auto/manual/forbidden
ejection, countingauthorised access, combination
and sequentialenslavementdefined by project
(e.g. triple badgeswipeon reader)

FULL & NATIVE INTERACTWiIth access control
features, almanaged by the samEILLY $entral.

AUTOMAED ACTIONfor third-party systems
(video, siren, lighting, ...)

TRANSMISSION DARUSION ALARMS
(including access control & BMS) to a

IP remote monitor with standardized protocol
TIL "TIP* qualified at ESI, Azur soft

MICROSESAME 2023.1 Functional Description
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SUPERVISION & HYPERVISION FOR SAFETY AND SMART BUILDING

GENERAL INTERFACE ERGONOMICS REAL TIMEMONITORINGOF ACCESS CONTROL
to ensure easy operation ALARMSsuch asintrusion, fire, technical defaults
(elevators, air conditioning ...), with alarm

_ _ _ acknowledgement, associatadstructions and based
EVENT MONITQReaHime alarms with quick on the operator profile

search and mulcriteria filtering.

AREA SURVEILLANCE WITH COUNTING
SYNOPTIC GRAPH EDITUH & Efative and Contingency planwith a dedicated interface

quickly configurable, highly customizaplesingthe displaying the list, counter, location of the presents
notion of objects, library, zoom, ... of each area

SUPERVISIOMTHANIMAED SYNOPTRCANS
Synopticgraphs with animated symbols

INTERFACING MICGFESAMEand VMS in the
market (MILESTONE, GEUTEBRItSLKIhe built
in VISIGGESAMEeature offers:

3 Supervising simultaneous video streams of
multiple VMS irparallel

3 Live images can be viewed by clicking the icons
in the synoptic graphs. Piloting domes, image
wallsX

3 Automated video recordings to VMS on
intrusion alarms, access, ...

3 Replayof video recordings on VISBBSAME
associated with the alarms in the MICRO
SESAME histolgg.

3 Integration of video alarms (image analysis) and
VMScameragdefaults(or others)

3 Dashboard for a supervision of system
processes by the I.T. service, DSI (manual
start/stop of deamon& services, statistics on

polling, ...).
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WIDEPOSSIBILITY OF INTERFACING
& HADWARE OGBOFTWAREATEWAYS

POSSIBLEONNECTORSROURMICRGESAMEBYSTEM:
3 User base & visitor management: Web service API RESTileGSV

3 A.D geratormanagementL. DAR, Authentication with the Windows account (SSO NTLM
WEB:SAMLY2

3 L.T.Supervisor: SNMPv8¢m automat TILLYS CUBE

3 Hypervisor: OPC UMODBUS IP

3 Controllers, thirdparty systems: MODBUS IP

3 VMS video System: \@ASDKTEXT/ASCII gateways

3 Specifigr 1 Sgl&a F2NJ LINP2SOGa 2NJ KFNRglNBE O0RANBOG2N

More information and examples in the dedicated chapté&issTEWAYS AND CONNECVIBEO SUPERVISION
INTERCOM

ENERGMONITORING

3 Consumption tracking
3 Total or partial consumption tracking
3 Derogation areas by priority level and based on power

3 Annual programming of controlled areas (up to 3 annual programs)

LIGHTNING AND OTHER ACTUATORS

3 Start/Stop command with time programming

3 Restartor derogation bytimer configurable duration (rooms with irregular occupancy)

HEATING, VMC, AIR CONDITIONING CONTROL

3 On/off control of controllers with time programming option

3 Definition of temperature set points and operating modes: frost protection, redueednomy, comfort,
etc.

3 High and low temperature threshold readings

DOMESTIC HOT WATER CONTROL ECS

3 On/Off control with time programming option
3 Programming of operating modes: Automatic, Manual or programmed restart
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5. SYSTEM CAPACITY

Hardware settings

Simultaneously connected client stations 499
Programmable controllers (TILLYS CUBE, TILLYS NG) 10 000
Controllers on a same IP line 255
Supported drivers (lines) 128
Badge readers 20 000
Video recorders 256

Access Control settings

Users(users, operators, visitors) Unlimited
IDs (badge, plate number,) Unlimited
Sites 2048
Entities 2048
Reader groups Unlimited
Readers by group 1024
Access areas 128
Clearance 256
Visual access control 256
Patrolling rounds 64

Supervision settings

Tracks, ttal properties 40 960
Tracks, poperties per line 8 192
Property categories 64
Totalizers 2048
Properties in a formatting chain 16

Operation settings

Operators (centralised)

Unlimited

Users of IntrusionTILLYS V2/CUBE/NG (local)

150

Access controll@/User record

MICROSESAME 2023.1 Functional Description
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Reader technologies that can be associated with user records 4

Number of ID per reader technology 99

Length of badge coded match with TILLYS NG drivérs 32 dhar.

Length of sitecode o match with TILLYS NG drivérs 32 dhar.
Parameterizable fields (size, breakage, length, free entry, mandatassisted 16
Downloadablefieldsto TILLYSIG qo more than 20 characters) :\-I?irrr;?éﬂrst name

Time schedules antolidays

Days per time shedule

Time slotsper site / TILLYS N(inglesite, a site mayuse several centra)s 256
Total time slots on multisitemain server 256x nb of sites
9 (week +

exceptional days
and public holidays)

Daily time £hedules

4

Minimum time schedules

1 min

Exceptional days

32

Historylog
. . Unlimited
Events in the history log (depending
on DB)
Maximum event number per query Unlimited
Retention time (parameterizable; For instance, CNIL 3 mths requiremeny 30d. by default

Hardwarecapacities

Downloadable IDs TILLYS NG

10,000 (native)
up to 600,000
with XL option

Local historic of event TILLYS N& CUBE 10,000

Downloadable IDg; TILLYS CUBE Up to 600,000
(native)

Readers per centrad TILLYS NG 8, 16 or 24

Number of intrusion detector groups TILLYS CUBE 32

Number of detectors per TILL¥$trusion CUBE 624
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6. CNIL & GDPR COMPLIANCE

HNEMANAGEMENT OF MICGESAMBSER RIGHTS

MICRGESAMEomplies with the GBRregulations for the following functions.
It is then appropriate for the end customer to:
3 Apply and implemenMICRGEESAMEeatures.
3 Define the data to be recorded in the ugecordfree fields(permanent, temporary, visitors)
3 Define operators and their data access rights
3 Where is installed the SQL database containing the data and who has access to the SQL.database

3 Follow CNIL procedures (for example, for access coatibiometrics in particulay.

USER ACCESS CONTROL (INCLUDING OPERASEEBRRIGHTOR MANAGEMENT)
3 Access to personal dafeom user recordsfiltered by operator rights according to
authorisel fields and entities (category or site)

3 Access tauthorisel data can be read only or/arréad &write.
3 ltis possible to define which fields are required in the vigigmords(r' from permanent records

3 Without the "Appoint management profile" assigned, this operator will however be able to:
- Search for a visitor ianexisting visitor database. Sedmpletion will suggest existing data,
to avoid duplicates. Only fields such as name, first name, visitor society will be visible.

- Create a full visitor record with all the existing fields (birth...), if the visitor does not exishyet
the database

- In both cases, the operator will not be able to be edit, change or check the data in the visitor
record

If rightis activateds enabledthe operatorwill then be able to edit, change and view all the
information in the visitor record

TRACEABILITYW.PE OFRACES, RECORDED DATEANSERVATION TIMES
3 All changes, consultations, removal of people data are tratélimpossible to act oMICRGBESAME
without leaving a trace

3 The data conservation duration is adjustable
3 Manual removal of data for people no longer being part of the society

3 Import users with an automated HR database minimizing human manipulation

DATA BACK@BP
3 Periodic automated backup of DB on dislithout human manipulation

3 Possibility to archive histofpgs.

DATAENCRYPTION
3 Securing access flows: Heavy clients in TBSight clients in Https
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3 Operator passwords in B protected byHASH SHB12+ SEL ob12randomcharacter SEL
3 WEBSESAMIgortal protected against "CSRF" attacks

3 MICRGSESAMEllows DB data to be anonymized before being transmitted to a-héndy for
Bugandmigration tess.

SOFTWARE PROTECTIGEGURITHAINTENANCE
3 Updates, security patches provided twe AMCO PREMIUM package (AN®88ified) from TIL.

DATA PROTECTION IMPACT ASSESSMENT / PRIVACY IMPACT ASSESSMENT
3 Not required forimplemening badge security devisavithout biometrics according to pdf.
The list of types of processing operations for which a datstection impact assessment is not
required can be downloaded from the following link
https://www.cnil.fr/en/guidelinesdpia

CNILDECLARATIONDR ACCESS CONTROL AND BIOMETRICS

Biometric elements (such afingerprints..) are not directly managed byIL TECHNOLOGIERe
MICRGESAMESolution istherefore not concernedby the AUb2 (1:1)- AU53 (1:N) biometrics usage
declarations.

The MICRGESAMEOolution integrates biometric readers from the market such as IDEMIAS3HD Our
controllers only read the identifier (of the badge or a local database) sent by this reader and in no way the
fingerprint. Only these reademanufacturers manage biometrics. They have their own biometric enrolment
tools (SECARD BIO, MORPHOMANAGER) and must comply with the technical requirements of the AU52 (1.
- AU53 (1:N) biometrics declarations.

For the record, here are the following procedures to be established and followed by the end customer:

3 CNIL Access Control Statemesxcluding iometrics, NS12 SimplifiedStandard
9 Identification elements: 5 years after the employee departuranual user removal on
MICRGESAME
1 People travel items (3 months): Historical depth parameterizablBIEPRGESAME
months or more

3 Statement of Use of Biometrics AU52 (::AU53 (1:N). Fingerprint management must be
compliant especially on AU53 (more demanding than AU52)
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7. OPERATOR MANAGEMENT

HNE MANAGEMENT OF MICROSESAME RIGHTS

An operator isan individualthat is authorised to usethe MICRGSESAMEBupervision interface. This user,
depending on his function, his hierarchical level or his geographical locatiaypaccess all or part of the
features anddata available iMICRCGSESAME

& >

To assigmo each operator only th@ecessaryights, and to do so quickly by type of operatthCRGESAME
integrates the notion ofoperator profiles".Suchprofiles are defined by a system of checkboxes representing
the different rightsand the possibility towiew, creat, change oremove:

3 Access control rights

3 Operationrights

3 History rights

3 User related rights (including personal data)

3 Visitor related rights

3 Supervision rights (including property categories such as access, intrusion, fire, ..., alarm
acknowledge level/mask)

3 Settings related rights (including filtering for multiple site projects based on reader sjtesptic
2 0 2 S O (1 \Rer eniitiks] ek classifications at the finest level (fineness higher than the
O2yOSLIi 2F aaraiasS¢o

3 Security related rights

Given the richness and finesse of these profiles/operator rights, specific docurrentsade available and
updated regularly, to which you can refer further details,and which are available from your usual TIL point
of contact.

For each operator, one anore predefined operator profilesnay be assigned.

MICROSESAME 2023.1 Functional Description 21 v. September 2023



Rights management is secure, easy, planned for a large popul@jmration is made easy, as well as
maintenance and implementatigiecause:

3 Changes in operator profiles will betomatically populated to all concerned operators

3 One or more profiles can be associated with the operator to allow the operator to put himself in the
same conditions of another operator that he would like to help for example

3 An operator is first and foremost a "user" who has physical access rights and who has also been
declared as an operator of tfdICRGSESAMBoftware. This avoids duplicating personal data
and records

3 Hierarchy between operators: In order to change operator rights, the hierarchical level of the
operator making the change must be higher than the edited operators (hierarchical level and
profile).

3 Operator passwords are protected in BDD by HASHS3RA 512 random charact&EL

3 Traceability and history of operator actions (with values/edited fields) which is a regulatory
requirement in many sectors of activity (afpod, pharmaceuticals, transport, nuciga

3 Centralisednanagement of operator rights MICRGESAMEor all types of client stations (heavy,
light, WEB)

3 A default login and passwouate provided to each operator. These must be changed by the
operator upon first connection, so that these will only be known to.him

3 Automatic disconnection dVNEESESAMEperators after a long inactivity period or restart of the
WEB apache server.

LDAP/ACTIVE DIRECTORY

Operator management is possible on thBCRCGEESAMEystem or from aentralisedActive Directory (A.D)
of the end customer, managed by its |.T. department, and interfacedMIERGSESAMBy a gateway
using the LDAP protocol. This allows:

3 One single directory is the referent for all users of the company applications. The creation,
modification, removal of operators is easier. The update is easier and automatic.

3 Assigning in this A.D the operator profiles presdiICRGESAME onsideringnultiple profile
operators with LDAP authentication

3 Managing complex passwords by the power of the A. D

3 Manage operators in secure mode with LE3A
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8. MULTIPLE SITE/ CLIENT
MANAGEMENT

GEOGRAPHIC OR ORGANIZATIORARTION

MICRGESAMIEanages up to 256 different sites from the same system. This function is interesting in
many cases:

3

The management of geographically dispersed
buildings: network of agencies, buildings of a
local community, production sites... from a

single central server.

The need, within the same site, of managing
different rights adapted to each service.

The sharing of the same building or tower by
several companies or tenants. Differentiation
of common area access and company specific
access.

3 The choice at the server level: 1 national server

for all sites or 1 server per site depending on
the constraints (network quality) and
organization(centraliseq decentralised.

The choice at badge administration level with:

Personalization &centralised encoding at
headquarters

Centralisedgeneric encoding at headquarters
and sitespecificcustomisation

Personalization & encoding on each site

The use of the multisite function requiresranager/senior administrator to:

3

Administering the singleentralised
database

Define sites, the smallest site being&LYS
NG
The following elementmust beconsidered:

the TILLYS NGs singlesite in the
architecture

the choice and location dhe TILLYS NG

the associated wiringnpacts

Define the entity assignment for individuals

Define operator and operator rightby
site, depending on the organization &
procedures

3 To create managers by site,

services,
company The notion of operator hierarchy
allows tofinely manage each site including:

Staff/entity access rights on the site readers
and, if any, on the common readerg¢eption
hall, car parks, elevators...)

History andstaff moves can be checked

They will not see the readers neither the
access rights for other sites, nor the people
and their entityhistory.
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Each site hag56independent time shedules, used either as part dfie access controthe intrusion, or as
part of the technical management of buildings (alarm system, automatic watering...).

For all sites,he systemcan create up to 256 sites a@&6 x 256time-schedules in total

For badge key security, KSttle encoding tools and ILLY 8entralsallow the central security officer to
manage, if necessary, different badge keys per site. The perimeter concept is used as required by the ANSSI
guidelines.

Joecific documerdg on multisite architecturesan be provided byour usual TIL point of contact.

Main
manager

3 Managers

Functional
operators

1 building,
3 sites 2 buildings

2 sites

Site
Responsibl
1 site
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9. ACCESS MANAGEMENT

PROFILES, SCHEDULHSARANCE, READERS, AREAS...

The user/ID record aggregates and defines:

USER DAT#alidity dates, company, department, AVALIDITY PERIGAich is associated with each
contact information, as well as 16 additional user and allows to quickly and temporarily

customizable fields. Attachments may also be  jnvalidate an ID, without destroying the list of its
associated (work contragbhoto...) permissions
USER IDwp to 4 different ID technologiesare ACCESS RIGHTS MANAGEMENT, OFEERING

possible (13.56 MHz badge, 125kHz badge, r py\p E \iEwING AND RAPID ALLOCATION OF
keyboard code, license plate, @&de...) Up to 99 ACCE RIGHT, _ il
IDsper user andechnology can beised IDs may CC _SS Gt .Somrnon _V'eW’_ text |t§r,
have severalstatuses broken, lost, stolen, not selection of multiple rights in a list of profiles,
rendered... explaining why access was denied. One online/offline readers, reader groupselevator

user can have several IDs assigned floors, keys and group ofkeys for connected

SPECIFIC ATTRIBUARtEpass backblacklist (for cabinets Access rights are assigned to the user, not
specific monitoring), accreditations (levels in crisis o the IDs (badge). So even if you lose and reassign

mode), possibility to receive visits, escorts, ... another badge, it doesn't change the access sght

INDIVIDUAL ACCESS RIGHTS

+HezAvReY 28 @ o (%)

Granting access rights allow the user to access the R
area concerned by @eaderor reader group, > E =

according to a defined schedule (Up to 128 " Bl
different time schedules possible).

The TILLYS CUBE UTilmes are periodically
updated byMICROSESAMIhe time master, to
ensure that there is no drift between the UTLs and
the server and that the time slots are respected.
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Plages horaires Il KRl ~awm:cwenen . @
[ e B ——

b
PROFILBASED ACCESS MANAGEMENT

The access profile allows you to gset access rights e s —
for a category of users, on one or more sites. EhEHX- e
The profile consists of a list of et prm oo e

f Online/offlinereaders and/or e

f  groups of readers and/or e ———

1 Keys of connected cabinets acTan 3 T 1

1 Groups okeysand/or

1 Lift level e
Each reader or group can be associated with a %
different time slot.
Each user can have one or more access profiles
associated.
Exceptions can be created for a particular person . » R -

using individual access management by reader and/or
reader group.

Forexample, a "general" profile can be usfm common access, a "service" profile can be used for accessing
certain areas and usapecific requests, concerning their function or hierarchical level.

MICRGESAMEncludes an "alteader" access profile for each site that encompasses all existing and future
readers of the site. This profile is handy when you want to provide a user with access to all the readers of a
site. No need to edit profiles every time a neeader is added for a given site.

The management of user access rights is very flexible. Easy viewing and quick access rights attribution: full
access view, text filter, multiple access selection in a list of profiles, readers, reader groufisfias.

The user management feature continuously displays "resulting access" obtaineddomss right attribution.
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AREA MANAGEMENT

MICRGESAMIncludes the area managemen ==
feature. One area is defined by two groups
readers: a group to enter the area and a grot
to leave the area. A group of readers ma
contain any number of readers.

It is possible to know exactly how many peop
are present in each area and to list them, |
alphabetical order, in chronological order ¢
arrival or any other sorting criteria. i

Highly used by SEVES8@ssified institutions, this zone management is essential to the implementation of the
specific application developed by TIL for assistance to the Internal Operating Plan. See following pages for
further details.

It is possible to send a list of presents in an area by email €dmingencylan is triggered.

Area management also allows for precise traffic contrith the concept of dependencies:
The ability to nest one areatmanother and the activation of readers depending on exits in
another area ("mandatory passaga) ®

CLEARANCE MANAGEMENT

T3 e -Paamege e honnam = b

The user access authorizations, for certain areas-or" S - ©
readers, can be conditioned by the possession of A+
authorization,externalto the access control, that
must be valid: electrical clearance, ATEX, drivi
clearancefirst aid, temporary contractnedical, ...

This validity condition can be managed by different:
people, such as the HR department or any relevant-
functional manager. I

This feature allows up to 256 clearance items.

MO MEME

DIPLOME

Each user can accumulate several authorizations, each DE L'HABIL[PATION:L ECTRIQUE
having its owrvalidity period. e A )

g ty p :r;"“'“"'@ﬁi,, :/’i’
Access to particularreader may be subject to the validity @j

of one or more clearance authorizations. S —

Electric authorization -
Clearance
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ENHANCEBECURITY FUNCTIONS

ANTIPASSBACIAreas having entrance and exit
readers can use the area management feature to
implement an "anti-passback" mechanism to
prevent a user from entering an area several times
in a row, without having left first.

MANAGEMENT OF ENTRACE HRIAIRLOCKS
The system programming

strength also allows for the
customisation of door
enslavement. Severa
technologies can be
combined: contact mats,
uniqueness mats, videc
cameras, biometric readers...

TIGHTENED CONTROL ACCMICRGESAME
offers the possibility to declare certain readers
using double control, by passing authorisel

badge and entering a secret code on a keyboard.

This enhanced control allows for strong
authentication of the badge holder for sensitive
access.

The secret code can be the same for all users
customisel for each user.

DURESEODE:MICRGESAMEBENanagesduress
keyboard cods. A silent alarm is then generated
immediately on the operator station and access
normally opensvithout an audible alarm.

"BLACK LIST" MONITORINhis

function allows you to set off an alarm as soon as a
"black list" badge is displayed on one of the site
readers. For example, esite intervention in case
of attempted fraudulent use of a lost or stolen
badge.

CRISIS MODMICRGESAMIBelps manage crisis
thresholds. Based on s#specific criteria, 7 levels
can be assignedboth to people
(according to hierarchy,
clearances...) and to readers
(depending on the areas,
types ofalarms...).

- . SECURITE RENFORCEE
When a crisis mode iS"gisqUE ATTENTAT

triggered, each systen
TILLYS Ni@ceives the threshold change order and
automatically manages matches between people
accreditation levels and reader security levels. A
person having a lower level (than the reader) will
no longer be able to enter and/or access a floor via
the elevator. Inleed the crisis mode acts on all
access rights for online readers including cabin
management readers (elevators).

Itis possible to generate several crisis scenarios by:

3 Automatic enslavements according to
combinations of inputs

3 Operator actions allowed with a simple
click on synoptic buttons previously
configured by the integrator: X scenario
will set the concerned readers at the
desired crisis level
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QUARANTINE
MICROSESAMeatures highly configurable quarantine time management (from TILLYS NGv2.3 firmware).

AR

VIRUS

DANGER

It is recommended to use onELLYS N@&r quarantine area.

For each reader access given by a person X (quarantine reader), it is possible
durations br the readers that are dependent on quarantine for person X (2 Hours
reader 1; 5 days on reader 2; etc...).

An alarm on the event monitor appears when person X, after passing on the drive triggering quarantine,
attempts to enter a dependent access, without respecting quarantine times.

In case of a ban on access for rampliance with the quarantine by person X, the message indicates

that the person will be able to enter using the dependent readers, from a period expressed in days/hours.

TILLYS NG are fullytonomous,as they communicate directly with each other.
On network outage, eachlLLYS N@emorizes the messages and badge times. These are
automatically sent to otheTILLYS N@on network recovery

ELEVATOR MANAGEMENT

Theinstallation of badge readers in tHauilding elevators limit access to certain
floors, according to individual rights, staff profiles or companieghe case of a ’P \l’

multi-site building.

MICRGESAMmatively manages this feature, directly frothe user right settings.
Floors or floor groupsire considered aseaders inthe building and can therefore be
integrated into regular reader groups or access profiles.

Multiple site management in a muiie tenant building allows you to filter which floor is managed by which
operator by recalling thaa TILLYS N&singlesite. For example, the floors can be organized as follows:

3 The developer, senior manager can manage access rights on all floors
3 Each tenant manages the access rights only to these rented floors and common floors (DRC/home,
car parks, canteen...) and only for his personal thanks to the entities

A tenant will be able to grant access to his floors and the common area. But the building main manager will
keep hold of the common timschedules.

ATILLYS Ndedicated to elevator management is required to take advantage of this feature.
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VEHICLECCESSND CAR PARK MANAGEMENT

MICRGESAMEan supervise readers dedicatedwehide access, such as long
distance readers (remote control or active badges) or license plate or QR Cod
readers.

Suchequipmentfacilitatesthe management of vehicle flows, especially at peak
times, and provide greater comfort for users.

Integration inMICRGBESAMIES seamless: remote controls or lergnge badges
bring up a numberas a regular badge. License plates are directly managed in the
user/ID record (up to 98arplates per user).

This integrated ID management not only controls access but also allows, for example, to know:

3 The total number of vehicles
3 Occupancy rates by typs staff, service or compangin case of @ommon parking
3 Volumes and occupancy times for imputations or rebills...

WEBBASBE USERMANAGEMENT —

For simplified accessontrol, in addition to server and clien ———
interfaces See wser record details on page 11), "light" web|  Gestion des permanents
interfaces are available for user and visitor management.

From any PC or mobile device equipped withiraernet browser o
and connection, the neWEBSESAMInterface allows: z,
= Prénom

3 Searching and displaying usemepending on several -
criteria.

3 The creation or modification of records, including th ,,

association of a photo (taken quickly by smartphone

tablet).

The allocation of access profiles axsting users.

Import/export of identifiers/identifiers

N W

These same functions are available for user record management (external to the site).

Other access control interfaces are also available in web mode, such as
managing appointments (external visitors) or checking the access control history.

The ergonomics iIWEBSESAMEre optimized for use on tablets and smartphones (responsive):

3 Selfadaptive screens (resolution and orientation).
3 Auto-completion suggestionand photo display.
3 Check buttons.
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10. VISITOR MANAGEMENT
VISITOR HOSTING AND APPOINTMENT MANAGEMENT

On a site equipped with access control, external people must be able to be registered, accompanied or even
provided with an ID, in order to be able to move in tnghorisel areas. This objective is requested in the
final customer security policy or imposed by legislation (ANSSI guide for IVOs, OSE...).

The MICRGESAMHRisitor management allows planning, visitor flow management to optimize hospitality
procedures and combines flexibility and security. To best adapt to the needs, procedures and organization of
the end customer, the solution offers general parameters tedefine (e.g., limit the duration of a default
appointment) and functional limits according to the operator profile of each applicant, validator, receptionist.

ThisMICRGESAMEoftware option is made across three dedicated interfaces:
3 TheWEBSESAMReb interface
3 Reception stations (heavy client)

3 Reception terminals (heavy client)

The ergonomics of these interfaces have been designed to provide with quick processing and with a clean
interface to:

3 Access functional tabs, filtered according operator rights, and data (default or specific)

3 Selfadaptive web screens for resolution and navigation (portrait/landscape, field layout adapted to
width...)

3 Entering and searching for visitors using the-selhpletion feature,

3 Adding photos by instant take (Weebcam, tablet or smartphone)

Gestion des visiteurs

The WEBSESAMEnNterface is accessible to adluthorised
users with their PCs with a web browser from the compa
intranet. It allows visitors to be created, to plan and/o
validate appointments and to complete th@ecessary
information (time schedule, access profile, host, visitor
card...).

Gestion dee visiteurs
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The Visitohosting applicationinstalled in heavy clients at the physical entrance of the building, allows a great
fluidity and the most complete operations, from the allocation to the return of badges to visitors, the creation
of unexpected visits, the scan of identity papers orphiating of personalized badges/cards. "Heavy" stations
must be connected by network to tHdICRGESAMEBpplication server.

The touch terminal, with builtin QR code scanner, offers 2 choices on its screen:
w For the expected visitor who scans his QR code received by email

w For the unannounced visitor who creates his card and his request for a visit

There is a specifitocument on visitor management that is available from your usual TIL contact.

SIMPLIFIED VISITOR MANAGEMENT WORKFLOW

1 2
Al e

=1t Data sent to MS —_-)
Apg&:;rg;m VISITORS RECEPTION | === ACCESS CONTROL
by ?;:];Ldg:)ir;/ ;z;tTem > | on thicrtl?;:ﬁ?r?stalled) — 3;\::::;?
MS-WEBSERVICES LB\ ST S
or or

APPOINTMENT

CREATION AND VISITORS RECEPTION
; VALIDATION on TIL terminal
in WEBSESAME

WS-RDVx
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VISITOR MANAGEMBNORKFLOW

WEB SESAME

CREATION OF VALIDATION CRITERIA
free or escorted visits —

and visitors

§ 3

V VALIDATION OF THE x
< APPOINTMENT .
APPOINTMENT by lor2 APPOINTMENT
ALLOWED operator levels REJECTED

If an appointment is accepted:

v’

Visitor reception Visitor
MICRO-SESAME . -
APPOINTMENT Mailing App on TIL terminal reception by
rad List of expected
l Sends an email l visitors
TO THE VISITEE TO THE VISITOR
Confirmation of the Appointment QR Code,
validated appointment Site map for access ...

Early access

This solution offers margdvantages:
3 Managing visitors via a complete workflow with a binliaccess management
3 Optimizing, streamlining, securing visitor reception and access to sites
3 Offering free or escorted visiteggisteringunexpected appointments
3

Validating appointments according ttient specificustomizable criteria

o Automatic email notifications with attached ICS file to guests, visitors and accompanying
persons to record appointments in Outlook with 1 click

3 Allowing early accedsr visitors(Parkinglot access.)

3 Creating visits bguthorised employeefrom their office computers
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3
3

Comply withANSSiequirements

Offering 2 types of visitor reception (Receptionist and/or termbeded hostiny dealing with 2
different types ofissues Scurity & Cost.

Edition of custom visitor badgesustomergraphic chart, name;olourcodes, ...)

Enable unannounced appointments to be created

WEBSESAMtisplays two icons for visitor management: "Visitors" and "Appointments"

VISITOR MANAGEMEWIIl allow you to enter any reessary information in order to register visitors that
have site access granted (alone or escorted visitdt® designation of the mandatory fields to be entered
by users can be set IMICRGGESAMBperators. Access management features are voluntarily limited,
compared to MICRGESAMEeavy client. The proposed features are exclusive of the visitor management
functions and the staff that will be using this interfasgaff other than reception and security)

3

3
3
3

Access profiles among those allowed for visitors
Assigning a fret® (badge) among those created for visitors
Validity, Antipass backmasterkey access, blacklist...

The visitor "status" can be made visible only to specific operators.

This allows t@reate limited access rights for a given period

W

Tickets

"
B s
2
[}
fo]
o &
e
=

UF NE AN RE AR

POOOOO:

R 1111

0

Parte 1 - Ouverure nstiendue

THE APPOINTMENT MANAGENMeature dlows you to search and create appointments with:
Theemployee to be chosen among thoseithorised having a Visit able' status

Dates, times, and additional information (reasonsdppointments..)

Visitor(s)selected following searches, to avoid duplicates, or failing that, by creating new visitors directl
in a simplified popp.

Assigning access profiles, among vis#tathorisal profiles and profiles assigned to

the operator (multiple site management, classification management)

A visit location can be chosen from a dropdown list and entered for multiple site projects. Email
notifications can be sent to the visit validators in the sites concerned.
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3 Assigning early access will allow your visitors | Gestion des rendez-vous '-'
join the reception from the site car park using

QR code readers. A QR code (or PIN) is sent .. PSTm—— Qs
email to the appointment visitor

3 The possible escort can be chosen among tt
possible escort users. In this case, the acce
will require a double swipe: a first badge swipt
by the visitor, a second badge swipe by anyor
having the escort status. Both badge swipe
must happen during agenperiod. Both visitor ... i e
and escort must have the necessary acce:
profiles and be granted access.

%E ax
i

3 Annotation of specifinstructions

THE APPOINTMENT VALIDATION FEAiS@Isa available in this interface if the company internal processes
require approval by one or two third parties (security officer, service manager, etc.):

3 ltis possible to manage up to 2 levels of validation (1 & 2 level operators)

3 The criteria for validating each appointment, which will validate it automatically or by one or two
operators, are configurable for each final customer by requests based on data related to the applicant
(servicestatus...), to the visit (date, location...) or visitors (nationality, society...)

3 Customizable email notifications can be sent automatically to the people concerned (visitor, visit,
validator) to inform them of the validation process and the status of the visit (pending validation, to
be validated, accepted, refused...).

Once the appointment has been validated (automatically or by operator), the visit is no longer editable.
However, it is possible to duplicate a validated appointment.
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VISITORECEPTION

VISITOR HOSTIM®RKFLOW FOERMINAR

VISITORIOSTING TERMINAL ﬁ

Send an email to the visitedaccompanying persamhen
the QR code is read
>

Thevisitedpicks up the visitoand accompanying person
and hosts hinon site

Touch terminal with buiin QR code scanner with 2 choices on home screen:
1. An option for the expected visitor who scans his QR code

2. An option for the unannounced visitor who creates his card and his request for a visit

This terminabased visitor reception solution offers specific advantage
3 Easy management of visitor hosting with a lighter workflow
3 Costssavvysolution (reception staff, visitor badges, etc.)
3 Visiteeescort the visitorsvisiteeare the only ones to have a badge and an access right
3

Keep track of visits and site entries with the MIGESAMABistory log

VISITOR HOSTIM®RKFLOWOR RECEPTIONISTS:

VISITOR HOSTINBYDEDICATED STAFF
Visitor badge

igni Visit in o
. . Assigning restitution and
Visitor search in a badge progress - .
e g visitor exit
the daily list of
expected visitors
(keyword search, QR code 9
read) i

Creating an

appointment for
unannounced
visitors
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SOLUTIONDVANTAGES:
3 Providing visitors with a badge addwnloading access rights in less than 10 seconds

Lisingand locaing on-site visitors and check their status (pending, current, exit, ...)

3
3 Keepngtrack of all visits and visitor movements with tteCRGESAMRistory log
3 Several exit types possible

STAFADVANTAGE
3 Quick visitor search and processing
w Search by visitor name @rsitedname
w Reading the visitor QR code, received by email using a reader
w Possibility to create an appointment for an unannounced visit, if staffiisorised to
- Specific visitor access profiles (visitor parking slots...).
- Validity duration (going through several days and including temporary site exit)
- With or without an escort by aauthorised escort (double badge)
- The ability to connect the OCR reader, to automatically reassemble information
Identity cards and passports in the interface fields.
3 Assigning a visitor badge available by swiping a badggaivie reader

3 Update the visitor status: Bring the visitor in or place the visitor on hold (The visitor is registered but
waiting in the site reception).

Printing template Modéle 14 j

o A b =S R

Save Reg & print Exit Card Voucher  Voucher

3 Several customizable documents can be created and printed for incoming visitors (business card, visit
slip, site map, vehicle authorization coupon, with visitation pattern, name visited)

3 Possible gateways with thiplarty applications (meetings, training, etc.) on visitors

3 Getavisitor out and finish a visit. After the visit, hégessary to declare the exit of the visitor. Several
types of outings are possible:
w Regular exit: Closing the current visit. The visitor disappears from the list of registered visitors. The
visitor badge is again available and reusable
w Temporary exit: Once the visitor has temporarily left the site, access is disabled. Thenvistor

be reregistered upon his return on site. a
w Lost badge and exit: The visitoompletesthe visit on site,
but his badge is not returned (or broken). Therentvisit is =*** B B

closed. The visitor disappears from the list of registers o
visitors. The unreturned badge can no longer be reassign
‘ @Tempnrarvex’ﬂ:

), -
l,(/ See visitor

Lost ID exit
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3 Possibility to use readers managing automatic exit (Badge Swallowing Readers). No need to go throug
the site reception to exit the site.

3 View a list of visitors and their different statuses

w Expected visitors: the visitor is pregistered and has not yet shown up at the visitor reception
Visitors on standby

Visitors entered: the visitor i®gistered and entered on site and not yet released

Visitors having left the site

Outdated visit: When the scheduled end of the visit is exceeded, and if the visitor has not left the
site, an alarmappearsand an icon signals. it

eeee

3 Edition of visit history or visitor lists (expected, waiting, temporary outings...)
printers or file exports in EXGEhdmpatible files

3 Synchronizatiopossible with Outlook calendars thanks to th€alendafile (ICS) attached to the
email sent to thevisitors

3 Purge visitors that did not show up for schedubggpointments.
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11. "OFFLINE" ACCESS CONTROL

MANAGEMENT OF AUTONOMOUS MECATRONIC CYLINCHRYASID
TO THE OFFLINE OSS STANDARD

MICRGESAMENnatively manages "offline" access rights, i.e. «
autonomous mechatronic equipmentylinders, levers, handI&sX not

STANDARD OFFLINE

connected to the system in real time.
MICROSESAME handéeess rightsvho are encoded directly in the use
badges, for a defined validity peridpreferably shor}.

Mechatronic locks incorporate intelligence and data (access group, cl
etc.) and unlock when the badge's access rights are recognised
validated by the lock.

Door | Access

MCROSESAME

CUBE

Access + validity period

o 2.

G———=Reading{ & writing =—) Badge 1

Charge station

)\
q N

>

Periodic reloading of rights in user badges barcarried out:
3 Via badge encoders connected to MICROSESAME (PRIME/HIGH SECURE): initial encoding and reloz

|
) i
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3 Onrights loading terminals (all ranges): initial encoding and reloading.
3 Via the site's wired readers (all ranges), if they are compatible and connected to dedicatedO@E5P2
modules: reloading of rights only.

For the operator, the allocation of rights to these unconnected accesses is completely transparent, through
the same "User/ID" interface that also manages connected readers.

The system flexibility avoids having two interfaces or having two databases interdctilsp. allows these stand
alone accesses, like any reader on the site, to benefit fMICRGESAMHBeatures related to multsite
management and the allocation of access profiles.

Thecentralisedmanagement of autonomous mechatronic elements is also beneficial for informstienng.
Indeed, with each ID passage of a user on a charging station, the following elements will be sent to
MICRGESAME

3 Passage history log.

3 Low battery alarms.

The OSS (Open Security Standards Association) offline standard and its advantages

3 Created by an association of mechatronics manufacturers:
A ASSA ABLOY, DEISTER, UZ, DORMA KABA, Zugancg ;
GmBH... ‘Ab u Ss
3 The data written to the badges (access rights, etc.) is common to all l

manufacturers who comply with the OSS offline standard.
3 OS&ompatible locks frondifferent brands can read data and access

rights from badges in the same way. The end customer is free to choose the lock manufacturer.

A more comprehensive PPT is available from your sales representative, along with product sheets for the OSS
Offline terminal and the MLP@SS updater module.
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12. “CLIQ” OFFLINE ACCESS CONTROL

CYLINDERS AND ELECTRONIC KEYS MANAGEI\/Im
MICROSESAMtas a builin connector for interfacing with ASSA ABLOY's CLIQ elect-

key management technology.

With this"Offline" access control system, user rights are stored inf*= = =%
an "active" key. Unlike Offline OSS solutions, the locking cylinders
into which CLIQ keys are inserted require no power supply or
battery. It is the key that contains the energy needed to check tha

the embedded rights correspond to the door being used or the lock to be opened.

As with any offline system, updating the rights of identifiers in their key requires occasional updating

operations:
3 Either by walking past a CLIQ recharging point.
3 Or via their smartphone, using the CLIQ CONNECT mobile application.

MICROSESAME easy to integrate and can be set up in just 5 minutes by importing keys, cylinders and

terminals from the CLIQ WEB MANAGER software:
3 CLIQ keys are imported as identifiers iMICROSESAME
3 Cylinders and cylinder groups are imported as items assignable as accesses.

3 Access rights are assigned to these cylinders and groups of cylinders in the same way as for

conventional readers: in the "ldentified" and "Access profiles" interfaceMIGFROSESAMand
WEBSAME

3 The charging point is a supervisable element. A "supervision object” is available with connection and

fault properties.
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13. BADGE ENCODING

ELECTRICAUSTOMISATION

Electrical badgeustomisatiofMSENCODBADGE) iSIBICRCGSESAMBoftware option
allowing data to be written in the Mifare family of badges.

The software manages the encoding of most formats: Mifare Classic, Mifare Desfire EV1, thefiltiogtion

(e.g. Mifare Classic sector, Mifare Desfire applications and files) and the format of users (decimal,

hexadecimal, alphanumeric...).

Several applications with multiple IDs can be encoded at once.

The identifier can be generated MICRCGESAMEr provided by a thirgparty application.

Physical encoding can be done individually or by set of badges, on a table encoder or directly in a badge printer
with a builtin encoding device. In this case, it is possible to perform simultaneously, automatically for a

population of people:

3 Graphiccustomisation
3 Multi-application encoding

3 Enlisting each badge to the associated person.

This solutioroffers: speed, simplicity, security

BADGE KEY MANAGEMENT WITH KSM

The KEY SECURE MANAGER software manages th
badge security keys. It allows secure encoding and
fully tailormade encoding for the end customer:

3 Configuration of keys (depending on the size
and types of keys used) of the badges.
Generating keys and backup files
Generating the file associated with MS
ENCODBADGE for encoding or enrolment of
the badge on thdéransparent reader of a
MICRCGESAMElient station

3
3

There is more detailed dedicated KSM NG

DOHP@ .,

Difuser les clés

du fichier : C;

Mode d'édition : @ |2 damece

Clé cliente : @] |2 #oeverson

Liste des clés

2 A28 1
2 AEs12 1
21 a1 1
2 s 1
2B A1z 1
4 agsie 1
B A1 aui 1
26 AEs128 oui 1
21 aEs1s 1
= a8 1
28 A28 1
30 AEST28 1
O 1
32 aEs128 1
3 AES1E 1

3 Gestionnaire des clefs de sécurité NG - KeySecureManagerNG.exe - o x

Configuration of

ASMTISTO L plm
Administrateur (RS

Clé Maitre (Carte) (Aucune)

(Aucune)

Lecture / écriture Vil CIé Leeture/Ecriture applicatien ctrl Accés FS31AF /F o,

documentation.
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14. BADGE CUSTOMISATION

Badgecustomisationis a basic buiin functionin MICRGESAMEhat allows graphic creation (custom text
based on data from thasercards, fixed text, logo, photo, pictograms, QR code, etc.) and thermal printing.

It is possible to store for each person a photo from an existing file, a scanvieleo source or any Webcam.

The graphic editoin MICRGESAMAEIlows to create the card funds on a single or dotgitked, and to set
up different labels to print (name, service, empowerment...). This printed data can be written with all
international alphabets including Arabic alphabets.

For example, pictograms symbolizing the different authorizations the user has can be added to the print
Such symbols are specific to the card holder (electric clearance, dangerous atmosphere permit...)

The badge background editor allows you to export badge backgrounds that have already been created
to import and reuse them on other sites of the same client, for example.

The solution allows you to create different badggckgrounds (permanent, temporary, vigito) and assign
the right format to the right person before serial printing.

Propriétés
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15. MONITORING & SUPERVISION

REALTIME EVENT MONITOR, SYNOPTIC GRAPHS, AREA MONITORIN

MICRGESAMEllows monitoring of events, alarms, access control defaults, intrusion, system, technical

management and launch related actions (payment, various orders, viewing video streams, ...) through these
functions:

3 Synoptic graph viewing tool
3 Event and alarm monitor

3 Area monitoring
3

Contingency plan, mustering areas (see dedicated chapter)

. Main menu - Main menu - PCO - se_menu.exe

Operation Maintenance
Synoptic viewer

Event monitor

Visitors ey .
E=] Real time feed

ﬂ Properties
Area surveillance

Intrusion m Areas

Emergency Response Procedure (ERP)

Supervision

Banking

a

£

LD

Q s 0
Q7 N

%

&4 VISIO-SESAME
#ss  QOther *\ Site patrolling
'f' Visual Access Control

'f' Visual Access Control Point Wide (VACP WIDE)

BEREREDNE

Annual scheduler
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GENERAL ERGONOMICS

3 Interface ergonomics offer easy, fast operation with:

A single unified interface managing all the safety features

Theoperator does not see the functions or the data that is forbidden to.him

Multilanguage management

Each interface is dedicated to certain functions (users, mustering, monitor, synoptic graphs, ...)
Functions used by a large population are accessible on WEB (Appointments ...)

Separate navigation arzblourfrom apps:Operationg ¢ Maintenance

€ e & e & €& ¢

A Menu search field makes it easy to find available features
View of the connected operator on the top bar

3 Favourites shortcuts and list of the latest apps opened in the main menu for quick acc~ =
to current features

3 lf-completionsuggestionsallowing the user to limit the amount of information he enters with his
keyboard, by being offeredsuggestiorthat might suit the string of characters he has started typing

3 Checking the consistency of the data being written by the input.field
3 Operator @ror notifications
3 Most of the form results can beustomised:

w Selecting the fields and the data you want on display
w Backing up their position
w Possible change by the operator at any time

INTERACTIVE EVENT MONITOR, ALARMS

The Interactive EvenMonitor centralizes the monitoring of all events, alarrasd defaults received by
MICRGESAMHlisplays them in real time, and allows to acknowledge the alarms, launch actions and remote
controls, force the status of the properties...

Each operator only sees itauthorised sites, event categories, ... In any case, all appearances,
acknowledgment and alarm removals are tistamped and archived in the database (see History log and
Operators for further details).
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REAL TIME EVENTS
The "Real time events" tab displays all events in chronological order.

It is possible to disable the automatic scrolling of events to give thethedime to
view all the events that occurred before and after dwncerned item.

Whether the event list is important or not, it is always possiblage a dynamitlter according to:

3
3

3

The site (for multiple site management)

The type of events (passage is granted or forbidden, alarms, remote controls, system, the last
user passage)

A keyword in quick search (name....)

"DETAILS"
When selecting an event displayed in thater wire, the "Details" area allows you to view additional
information about the event and see the associated available actions:

3

N N N N KN

N W

Acknowledge an alarm: Il will make it possible to ensure that the operator has taken the alarm into
account. The obligation to acknowledge an alarm can be set for each type of event in alarm.

w Single/multiple alarm acknowledgement by 1 or X operators according to alarm categories (AC, IA,
...) and their acknowledgement mask level. An alarm may need to be acknowledgeydral
operators.

w Alarms to be acknowledgecan be set to blink.

Read a statement

View the live camera

View recording of a video sequence of the alarm or badge swipe
View the synoptic graph associated to an alarm

Upon passing a badge, quicklgcess the information of the user by opening his card and
unlock the exit temporarily in case of afi@iss backanti-return alarm

On value change: know the status, force the status, launch a remote control ...
Viewing the photo associated with the latest passage

Open the notes interface (free or related to an event)
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4 elements) Touna 9T

e 200007 #55aaff Entrance door - Intrusion

«©
2 #ffc227 Entrance door - Intrusien O

O

«

1000 msec. 1 year(s) ago by Systeme

1 #§f0000 FFFTF Entrance door - Intrusion

o

op 1000 msec. 1 year(s) age by Systéme
p 1000 msec. 1 year(s) ago by Systéme
o

“FFFFFF #FFIED

1000 msec. 1 year(s) age by Systéme

Speech synthesis

Alarms carhavea severity levelrom 0 (least important) to 512 (highest).

The alarncolourcodes are:

3 Red backgrounccolour and white text: ongoing unacknowledged alarm (Defacdiour, and
customizable). These alarms can be distinguished based on their severity level of 0 which is
customizable by:

w Textcoloursand background of text to choose from and/or
w Audio, sounds afour choice (Windows voice synthesis, audio file)
3 White backgroundatolourand black text: Amnacknowledgeablalarm in progress

3 White backgroundaolourand red text:Acknowledgedilarm that is still in progress

THE ALARMS TAB
Provides an exhaustive view of ongoing or undischarged alarms. The alarms that have been paid and which
are no longer in progress are disappearing.

The alarms are first sorted in order of gravity. Most of the actions available are also available in this view
with:

3 View an alarm history graph (see Charts)

3 Quick accest the alarm property settings

THEPROPERESTAB
Allows you to monitor, search for different types of properties, monitor their statigfications (when an open
door is detected, for example), edit theamd interact with them.

An object represents an item installed on site that generates information (e.g. a door).

Supervision properties have different status, remote controls that apply to the same object and that allow the
object to becontrolled via MICREESAME

This view is useful to the operator but also to the integrator when setting a site because it can diagnose its
installation (executing remote contrglchecking status, executing another remote control, open a synoptic

graph..).
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Possible property actions according to their types:

3

N N N WKW

M

Alfcher

Fill de I'eau

7 alarmes

Propriétés

Force: inhibits properties, for example temporarily in case of

maintenance, detector default...

Send an order or pulse

View the associated curve

See the associated synoptic

Edit the property

parte

——

3 propriétéls) trouvée(s)

e Meszage e | Modificesion de la valeur

Annuler fargege ipal raction  Logigue Erl 5 Jul 2010 15:20:06
B ipat - Lowdlattery Logique MARCHE 1 Fri 5 Jul 2019 15:19:40
Editer la propriété ipal= - FOTL ogigue MARCHE 1 Fri 5 Jul 2019 15:1%:45

Retailler les colonnes

25parpage <

Properties can be displayed in differesdlours Yellow background brown text if the property was

forced.

SYNOPTIC GRAPH VIEWER

The MICRGESAMEynoptic graph viewer allows you tmstomisethe interface according to the sites for
monitoring (viewing alarms, logical status and numerical values) and quick operator action (processing
alarms in accordance with instructions, launching remote controls, actions). A synoptic graph is a
representaton of the installatiorto be monitored and consists of a set of graphic objects on backgrounds.

Be X .~/ @m0 s & w—— | O

N Al Bensee L) A

Ot Tamimee Caneaton Ao, SOMGETRITE

r—

EF]
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Features associated with synoptic graphs include:
NATIVE EDITOR & ANIMATOR OF SYNOPTIC GRAPHS, WITH FAST SETUP AND HIGHLY CUSTOMISAB

3 The concept of objects having their own properties (information, status, commands)

3 Alibrary of predefined object models, delivered with MICRESAMELPU, doors, MAXIRIS,
...) that integrate the business and supervision configurations:

w Easy to setup, by drag and dropping an object from an existing model

w Automatically assigns automatisms, inputs, outputs to be wired according to a typical scheme with
possible choices to be selected with just one click

w The ability to change the image of the objectdeeping the entire configuration

w Ex with the "standard door" object: choice to activate as input: contact door, command,
BBG contact, locked door contact

3 The ability to create, import, copy custom objects/properties on a project
3 The support of SVG that facilitates the import and export of construction plans,

3 Simulation is possible directly from the editor to get a preview,

Animate objects according to the status of the equipmemidur, flashing, audio message...)
Execute remote controls, operators run various actions from the objects, the buttons

3

3

3 Browse from one graph to another

3 Zoom in and out on a synoptic graph
3

Quickly adjust the synoptic on the screen or switch to-gaifeen mode using any of the 2 shortcuts
available

3 Manage and supervise alarms directly from the synoptics graph through:

The ability to acknowledge the alarms
Opening the properties of an object
Viewing the corresponding graphs

= =4 -8 A

A specific detachable window containing alarms with widget / counter and list of alarms (as from
the event monitor) with different display colours depending on their condition and their
acknowledge

f .S8t26 IINB &a2YS SEFYLXSa 2F 2AR3ISGaz 2028004
information of the badging people.
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MONITORING AREAS

AN AREA IS A CLOSED ZONE (SUCH AS FLOORS, BUILDINGS...) AND MUST FOLLOW SPECIFIC RULE!
3 It must have a group of entrance readers

3 It must have a group of exit readers

3 Physical tightness (wansures that it functions properly, being impossible to enter or leave the
area without being checked.

3 A unique access pass mechanism is needed for effective counting

THERE ARE SEVERAL ZONES REQUIRING SPECIFIC MANAGEMENT:
3 Counting (depending on thentrances and the exits) of the present users

3 Anti-pass backgeographic or timed)
3 Internal operating plan (see POI chapter)

3 Other types of zones (e.g. to manage specific identifies such as those on the black list)

Surveillance des zones - se_srvca.exe - B8 X
= = @ a
@ @ Reéorganisation par type par nom ion par
Filtres & paramétres d'affichage Décompte total : 4
[] Délai de rafraichissement |5 secondes = 3 ) a afficher :
Fréquence de rafraichissement |50 passages de badge |+ Champ de regroupement Aucun regroupement  ~|
Déplier tous les noeuds & chaque rafraichissement
] Masquer les zones POL [] Liste noire
£~ Recherche
Zones de type 'zone de comptage' 4 Zones de type 'zone anti-retour’ 0 Zones de type "autre zone' 0

v " Zone Entreprise 4 ~ tets ARO ~ AUTRE ZONE 0
REGAUDIE DE GIOUX GUILLAUME TIL Technologies ~ Commerdia
MERISSE SAMUEL TIL-TECHNOLOGIES Projets
BOUHAFS Cédric TIL-TECHNOLOGIES Commercia

BERGONZO Nathalie

< >

Derniére mise a jour & 23:35:19

AREA SUPERVISION WITH A DEDICATED WINDOW:
3 Tolist and count people in real time by area and type of area

3 Print and exporto TXTand pdf
3 Offering different display settings

MICROSESAME 2023.1 Functional Description 52 v. September 2023



16. VIDEO SUPERVISION

VISIOSESAME

The software function of VISIOSESAME de MICROSESANMH GABE:

3 Communicate, in both directions, with many VMS, and digital video recorders of the nsadtetis
MILESTOR GEUTEBRUCK, GENETEC, HIK, DAHUA, DIGIFORT, VIDEOWAVE with integra
connectors and optional in MICROSESAME CUBE.

3 Piotalla SOdzNRA G& FdzyOiA2ya FNRY | dzyAljdzS & dzLISNIIA &2
control, intrusion, fire, technical management).

3 Realise most of the usual operations of video surveillance fronMd@ROSESAMEJBE client station
with one or many VMS at once

w Live visualisation
Recording
Events and alarms receipt
Recorded picture consulting
Dome control

e eee

With video integration inMICROSESAMEUBE the operation becomes much simpler for the user.
Interactions between video and other systems can be fully automated (actions on alarms or events), the speed
and effectiveness of treatments are guaranteed. In order to keep it running smoothly, the cugtosigon
usingVISIOSESAMRust have two displays

Access management &
intrusion detection

—
]_ =—>

l MICROSESAMErver Access events Video server
| &5

+Video connector Alarms + possibleplug-in
| 5
|

([

Video switching

MICROSESAME Video
customer customer

Badges readers
IPcameras

IPcontrollers

Supervision intégrée
/ 2YGNBE S RQI

MICROSESAME 2023.1 Functional Description 53 v. September 2023



TYPICAL DATA FLUX BETWEEN VMS AN EFSBRIES:

3 CCTV camera detects images to be recorded

3 The digital recorder records the detected images

3 The VISIGGESAMEIlient station directly checks retime images or images recorded from the
recorder, without going through theMICRGGESAMEserver, depending on the setting in the
MICRGESAMEerver accessed by the client station

3 Video images are not stored on tMiICRGESAMEtations but only on VMS recorders

VISIOSESAME FEATURES ARE:

EVENTS, ALARMATH SEVERAL SIMULTANEOUPOMECONTRO(zoom, preposition selection)

VMS:

3 MICRGESAME -> VMS: trigger/stop
recording, dome steering with preposition
choice and zoom, ...

3 VMS -> MICRGESAMEalarm detection,
camera default, recording default,

A 2 4 A x

QUICK SETUP
for the video feature:

3 alL/ wh{ 9 {Integratéd{ and optional

connectors are using the SDK of the VMS

and objects/properties of native TIL
configuration for an easy and fast setup

3 The notion of a "Camera" object in the
synoptic editor
3 The import of VMS camera labels

SUPERVISION OFPERATIONAL ALARMS
(video activity detection) and operating alarms (loss
of video signals or other outages) from recorders
with event monitor, alarm blindfold, redaime

A dedicatedHARWARE ARCHITECTibtefface
that can be displayed on request

through a dedicated window

FULLY CUSTOMIZABLE CAMERA VISUALIZATION
AREAaccording topre-set scenarios that position

one or more monitors in different positions and

sizes (3 x 3, 2R..). It is possible to add as many
@@i)tpgf asserEss- Teployrsefe monitor title

bar provide information about its content and
condition.

LIVE VIDEO STREAM VISUALIZATION (Live)
multiple VMS sets in parallel on selection of icons on
operating synoptics, on alarms

TRIGGERINRECORDINGS

AUTOMATICALLY by event (baggessageon a
givenreaden, an alarm, complex enslavement, a
manual operator control from the synoptic by
clicking a button or graphic object, a command from
the Event Monitor

IMAGE WALL (matrithat manages a wall of images
made up of multiple screens and displays a camera in an
area (tile)
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The SYNOPTIGRAPHIC VIEWREHows, from a VISUALISATION OF RECORDED VIDEO SEQUENCES
simple click on an object of a synoptic, to: associated with an alarm directly from the "history"
function in MICRSGESAMEwhich ensures the
synchronization of information (single history file

for access control, intrusion and video) and thus
greatly facilitates the search for a video sequence.

No need to know the source, the name of the
camera, the time, a click on this vmlesymbol
associated with the alarm is enough and indicates
VIDEO ACTIONS that there is an associated video recording

3 Launch a view of one or more live cameras

3 Watch a recorded sequence for a given
source

3 Automatically combine preset settings for
display (selecting a group of monitors,
selected preposition, video sowgc.)

for an event or remote control by an operator. For AQUICK ACTIOMNREAat the bottom of

example, automatic prgositioning of a dome on the screen, offers direct controls for actions such as:

forbidden badge detection. Captures of the current imagesnable recording,
Change the playback mode, direct/record, release a
monitor, ...

VMSMICRGESAMENTERFACES VIA CONNEETOR

The list of solutions, compatible versions and accessible features is constantly eveltimntegrated
connectors and their products/properties; and the gateways interfaced in WMitGROSESAMEhere is a
specific guide oWISICBESAMBRvailable from your TIL contact that details the list of VMS and their functions
compatible withMICRGESAMEAccording to VMS, not all versions of SDK are supported and not all features
are available. Compatibility must be checked with TIL TECHNOLOGIES before any installation.

It is strongly advised to consult the requirements for video operating stations (screen surface, OS, graphics
card, network card...) and for the network (debit, latency, indicated by the manufacturer of the video
recorder to whichVISIOSESAMiient workstations will have access.

As an indication, here is a list of VMS currently integratedinterfaced with ‘ milestone

MICRGSESAME
3 MILESTONEPROTECT (CORPORATE/EXPERS/PROFESSIONNAL
3 GEUTEBRUCKSGope
3 GENETEC Security Center Genered
3 HIKVISIONMS4200(SDK 6.1.4.17 HIKVISION
3 DAHUA DSS Express (DPSDK v1.0.001)
3 DIGIFORT DGF Enterprise (SDK HTTP API 1.9.0) ahu a

NB: A generic gateway ASCII with VMS exists in MICROSESAMBHCGBRERTEXT) option withoW1SIOSESAME
that meanswithout a visual feed on MICROSESAME. It has been usedWEMTECK, AVIGNONXKGOS
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MILESTONE PLUG

For customers mainly using video and want unified oversight, MIERCGESAMECUBEOption LIG
MILESTONBACIntegrates MILESTONE ACCESS CONTROINRbWSersee TIL access control from the
MILESTONEPRPKROTECT supervision solution.

This interface, certified by MILESTONE, allows the VMS XPROTECT supervisor to:
3 Manage TIL alarm$(CRGESAME> XPROTECT)
3 Manage badge passages with PhotesGRGESAME> XPROTECT)
3 Launch remote controls to open managed accesMRGESAME
(MICRGESAME X-PROTECT)>

Milestone Verified

Confirmation of Compatibility

Partner: TIL Technologies

Partner Product: Milestone Access Control Plugin 2018.3.6 milestone
MICRO-SESAME 2018.4.0

Milestone Product XProtect®: Corporate 2019 R3 VERIFIED

Date of Verification: 23-12-2019

ACCES VISUAL CONTROL POINTS (PCVA)

On an access equipped with a badge reader and a video cameri|S3i@V/Aoption enables the photo of the
badge holder and the video image of the access to be displayed simultaneously when a person batiges in.
the photo is superimposed, an icon indicates the status of the baalgldrisad, forbidden, unknown).

An icon superimposed on the photo indicates the status of the badge (authorised, prohibited, unknown).
Opening the door can be manual or automatic or optional depending on the level of security. Other actions

can be set up, such as turning on/off the lights, displaying a message, disabling the intrusion detection on the
area...
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17. INTRUSION MANAGEMENT

There are specific documents on intrusion management available from your usual TIL contact (Intrusion
Setting Guide, Intrusion Detection Wiring Principle, Transmission Setting Guide, etc.)

THE NEW 2024 INTRSION CUBE

The new Intrusion Cube 2024 benefits from a major upgrade to adapt to new threats and heightened security
requirements. This new version is based on four areas of improvement: cyber security, integration,
ergonomics and functional power.

ENHANCED CYBER SECURITY

To guarantee optimum protection against cykstacks, Intrusion Cube adopts the samA&lSSctertified
technical architecture as TIL access control. All communications are encrypted, and hardware and firmware
are protected against sabotage. In addition, rigorous monitoring of CVE vulnerability patches is in place to
ensure that security ishaays up to date.

MORE INTEGRATED SUPERVISION

Intrusion Cube facilitates system management by unifying intrusion operator profiles with access control
rights. Equipment integration (detectors, groups of detectors, sirens) is simplified, and the system can be
opened up to thirdparty applications via @b services, reinforcing its interoperability with other security
solutions.

OPTIMIZED ERGONOMICS

The user experience has been enhanced with the introduction of the new TACGIRLbM&hscreen,
designed for simplified arming and operation. Monitoring is now more intuitive with animated widgets
providing interactive visual control of ongoing eventsditidnally, the event history is now better
consolidated ilMICROSESAMEnNsuring improved traceability and more effective incident analysis.
ENHANCED FUNCTIONAL POWER

To meet the needs of larggcale infrastructures, the Intrusion Cube now supports rdtiel operation

and handles both physical and virtual detectors. Alert transmission has been improved with the@A DC
protocol, ensuring efficient communication withonitoring centers. Finally, new integrated testing and
diagnostic tools simplify system maintenance and optimization.

With these advancements, the new Intrusion Cube 2024 stands out as a more efficient, intuitive, and secure

v A 4 oA = 4

AYiNHza A2y RSGSOGA2Yy az2ftdziaizys LISNFSOGte adaidSR G2

MICROSESAME NATIVE INTRUSION

THE MICREESAMESERVER MANAGES THE USERS. INTRUSION RIGHTS ARE MANAGED IN A MUL
CENTRAL WAY.

A user and his ID codee created only once for X centrals:
is automatically generated. Intrusion profiles can be

A "TILLYS USHRB'a persorauthorisel to identify duplicated

himself on the intrusion keyboard of th€ILLYS
central. Each user is associated with an intrusion
profile, usage rights and an intrusion ID code that
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USAGE RIGH Usage rights are actions that a group, making a waiver... etc.). Each user can

usercanperform from the intrusion keyboard receive different rights
(access to the menu, decommissioning of a

2 Identifiés - [ADMINISTRATEUR - Profil opérateur Administrateur]

+MezHERSY 3 2 °

Encodage Impression  Permanents uniquement,

4 »  Identifié 15ur 3

Identité du permanent

Civilité MNom Prénom
Id2 d2
Sockté Service
Validité associée a la personne Visitable Statut
Valide du [ 31/01/2017 ~ | au | 31/01/2018 ~ @ oui O Non Normal j
[ Accés | Informations | Entités | Identifiants | Activité | Opérateur

Nom court Codes dauthentfication Técharger
12 [ @ afficher en dlair | [ 7 Accadera lafenetre de téléchargement |

1 fonction(s) intrusion ==

Activée Uit it Profil intrusion | Cede d'authentification | Droits d'utilisation | Création

Activée  Nomn
Oui Oui Utiv3 Profil 2 o 12 élément(s) il y a 7 heure(s) par ADMINISTRATEUR

Q, Nouvelle recherche I

Derniére modification il y a 2 heure(s)

1 élément(s) sélectionné(s)

25 par page j
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TILLYSCube CENTRAL®perate in standalone 3 New modern and ergonomic keyboard

mode with their operating procedures having been with its 7-inch touchscreen, installation in
previously configured and downloaded from Portrait or Landscape mode, its optional
MICRGESAMEEAcHTILLY$BEhas a capacity to: badge reader whose key security is
_ ensured by an HSM EAL5+
3 32 Point/detector groups
3 624 detectors/points ENTRANCE REMOTE MODI¢oRfected to the
3 150 local users buses of the TILLYS centrals, on which sensors,
3 8 keyboard functions per bus, 16 siren detectors and actuators (sirens, lighting control ...)
functions are connected
3 Anintegrated IP transmitter "TIP" SPECIAL INTRUSION MODULES
function High securityEQUILOCKnodules have2 secure
TACTILIS'CUBBENTRUSION KEYPADS buses of 32 small transponders that can be

connected to the TILLYS RS485 bus, for addressed and integrated into the detecsor
autonomous local operation of an intruder control

unit in just a few clicksEach keyboard can be

associated with a group list limiting the operating

possibilities to a small part of the installation

THE SOLUTION OFFERS A GREAT FUNCTIONAL ADAPTABILITY, ESPECIALLY THANKS TO THE FOLLC
FUNCTIONS:

3 Each point/detector must be associated with a type of point that conditions the triggering of an alarm.
Possible types are: intrusion alarms, 24/24 alarms, Silent Intrusion Alarm, Technical Alarm, Silent
System Default, Emergency Call, Fire alarms

3 Group of detectors defines a set of detectors, points related to each other (building, floor, service,
perimetry, area, ...) and benefiting from a common management mode such as:
w On/off-surveillance
w Sending alarm codes to a remote monitor
w Managing one or more sirens
w Implementation of prealarm or derogation mechanisms

TACTILLYSJBEKeypad reader(2020)
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DISTURBANCEOINTSA disturbance point is a
point that would disturb the user in certain specific
cases (e.g. during work, etc.).

EJECTIOM function to exclude a point from
surveillance definitively or momentarily in order to
allow the monitoring of a group to which it belongs
and to avoid the systematic triggering of alarms or
the action of the telemonitors especially if the
point is, for kample, in disturb or not significant.
There are several modes of ejection (prohibited
ejection, manual ejection, automatic ejection,
automatic reinjection ejection, permanent
ejection). A Rénjection action can stop the
ejection of a point.

PREALARM:corresponds to a timer that allows,

via a siren action, to warn the occupants of the
impending surveillance of the building while
leaving them the possibility to restart a derogation

DEROGATIONhe function of pushing back an
adjustable and explicit edemand period of
automatic commissioning on a trigger schedule.
The request is possible from the keyboard
intrusion by a TILLYS user or by Microcode or
remote  control from the  supervisor
MICROSESAME

COMMISSIONING WITH TRIGAHows for
automated launch of the monitoring of a group in
the central (ex: time slots). Automated off
monitoring is possible but not recommended for
obvious security reasons.

DELAYA group of points can be timed for a time

that can be set in or out to allow the keyboard to

be reached when it is in a monitored area. The
values of the timeout apply to the group and the

fact of being timed in entry or/and exit is defined

for the pointsconcerned of the group.
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SURVEILLANCE ON/Che: surveillance of ACKNOWLEDGMER®fran alarm point from the
one or more groups is the action of making  supervisor (see supervision)

opferational f[he mqnitoring of intrusion alarm INHIBITIONf a point or group of points made
points associated with such group(s). The request  tamporarily inoperative from the supervisor (see
for monitoring can be made iseveralways:

3 By user operation on a TACTILLEBBE
intrusion keyboard

3 Using time schedules

3 By any other action, enslavements configured
according to entrances, events, occupation
(access control, intrusion, technique, fire
centrals ...)

supervision)

THETILLYEUBECONTROL UNIT'S INTEGRATHIPIHRANSMITTER FUNCTION :

TheTILLY&UBEentral incorporates an IP transmitter functi¢vIP'"). It allows the transmission of intrusion
alarms, access control alarms and technical alarms to an IP remote monitor using"ffi€Tptotocol, based
on IDContact or CESA 200 standards, and qualified at ESI and Azur soft.

The main functions related to transmission offer great richness, functional adaptability:

THE CAPACITIES OF EACH LPU ARE; CYCLIC TESTINIpansmission to a recipient is
3 4 recipients & potential users for receiving periodically performed in order to check the
alarms (monitoring) and who will be able to operation of the communication lines. Frequency

setup the central is adjustable (precise time, related to the
3 8 call profiles for alarntransmissiornio define commissioning of one or more groups, different on

which recipient (s) to contact and in what the recipient)

order. CODING TABLA coding table is a table where we

3 32 remote controls: actions that can be

_ will set an event code for each type of alarm
triggered by users

(intrusion, access, fire...) which will be sent to the
POLLINGAllows the recipient to periodically ask remote monitor. These codes are therefore to be
the central in order to detect if it is still present on defined with the chosen remote monitor

the network

SUPERVISING INTRUSION OF THIRD PRODUCTS:
Thanksto the gateways with intrusion automat&ALAXY NFA2P plant, SORHEA perimeter detection

productswitha ! - L. ' { LINR G202t X0 alL/wh{9{!a9 lff2ga |If
examples in the dedicated chaptesATEWAYS AND CONNECTORS, MONITORING AND SUPERVISION
VIDEO SUPERVISION
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18. HANDRAIL

The activity-tracking function allows you to add comments at any stage in the processing of an
alarm, whatever its nature (intrusion detection, unexpected door opening, etc.). It can be used in
three ways:

- Directly when an alarm is acknowledged, either in the thick client interface or IiMBBSESAME
interface.

- In the Event Monitor and Search History (fat client), by clicking on the alarms concerned.

- In a specifi?’WVEBSESAMEBD, for tracking all thectivity-tracking“tickets".

ALARNMACKNOWLEDGEMENTS

When an alarm is acknowledged, the operator can fill in an "acknowledgement comment" field next to
the acknowledge button. This is the same principle in the thick client awEBSESAME

(Example of alarm processing in the WEBSESAME interface)

ACTIVITYRACKINGICKETS =

X EOT-S P om
8 ,

S

In the Event Monitor or in the search history,
clicking on a selected alarm, all the comments

be viewed via a activity-trackingticket ".

Thisactivity-trackingticket chronologically present

all the events linked to the alarm (triggerin
acknowledgement, shutdown) as well as all t

comments entered by the operators.

(Viewing a ticket from the event monitor)

Each operator can enter as many new comments as necessary, if they wish to provide additional information
or if the resolution of the event involved several stages (field inspection, informing the hierarchy, measures
taken, etc.).
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DEDICATED TAB IN WEBSESAME

In the WEBSESAMED specific to thectivity-tracking all tickets linked to alarms are displayed in the
form of a list. This list can be presented chronologically (last modification date) or sorted using other

search filters (site name, alarm name, status, etc.). It can also be exported in CSV format.

WE nSES{vrf - £ DN TRATE A

Tickets

Tickets

B 00006
R 11111
POOOOO!

g
i
|
§

As with a heavy client, each ticket can then be expanded to show the chronological tracking of actions

and comments, and each operator can enter as many new comments as necessary.

Porte 1 - Ouverture inattendue
-
Suivi
A
e v
5
® 0
® o °
@ @ g ws
@ I
A

Finally, and only in this web interface, it is possible to print out this chronological tracker on paper or in

pdf format, to pass it on to a third party for example.

MICROSESAME 2023.1 Functional Description 63 v. September 2023



19. INTERPHONY

USIGN INTERCOMS WITH MICROSESAME

With the integration of intercom into MICRGSESAME
communication functions are controlled from the same grapf
interface as other building security systems (access control, V| ===
Intrusion,BMS..).

Event actions can therefore be fully automated. Exploitation becomes a lot easier for the user and the
speed of processing is guaranteed.

The examples are many:
- Intercom call carommand videofor a more effective visual cheeld lighting

as wellor any other automatism.
- After the call, the door opening can turn off the intrusion surveillance.
- In the other way, the scan of an unauthorised badge on a reader can activate a

pre-registered message on the intercom.

MCROSESAME 'SITE PRINCIPAL

. 02 Abonnés en service
02 Abonnés connectés
00 Abonnés en défaut

commend

Finally, another advantage of this integration is that the intercom benefit from all the information
function of MICROSESAMButualised history, advanced research, report editing for using analyse and

statistic.
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B INTEROPERATING WITH COMMENISTEM

MICRGESAMEallows communication withCOMMEND IRGE800, GE300, IS30!

VIRTUOS)SIntercom centrals are allowed from aMICRGESAMBperating station: commend

3 Total virtualization of the master station (with microphone and speakers plugged
directly into the operating station)

3 Display, status of intercom calls from subscribers to master station and status of subscribers (in
communication, ...)

2-level differential processing: regular or emergency communication.
Call processing, interruption or cancellation.

Activation and deactivation of an intercom

N N N W

Visualisation of the connection status and the reason to the intercom server: energy issue,
al o201 3Ss aK2NI OANDdIz G X

Establish and/or close @mmunication between 2 stations (direct button keyboard of
the virtual master station).

(@]

Night ransfer of calls from the master station to another station (e.g. day/night).

Remote listening.

Preregistered audio message diffusion on the intercom COMMEND

/ haa9b5 NBflFe O2yiNRBf>X 2y AYyGSND2Y 2NJ @A NI dz €

Pressing a button on an COMMEND intercom, opens a door which is wired on an TIL automat

N N N N WKW

EASY INTEGRATION AND CONFIGURATION

b!¢L+9 Lb¢9Dw! ¢Lhb 2LCI ¢19 {t9/ LCL/ ah. W9/ ¢{ !
The integration of COMMEND Intercom Servers has lmigned to save time when setting up
LI NF YSGSNE GKFyla G2 GKS 02y OSLIi 2F a{ SNBSNE Iy

All that is required Is to declare the intercom server and then import the list of subscribers already
created by the COMMEND tools. The supervision elements are then automatically created in
MICROSESAM®r the server and the subscribefgICROSESAMian connect to several COMMEND
servers simultaneously.

Some specific functions are not natively integrated but are quite possible with additional configuration
either on the MICROSESAMdde or on the COMMEND server side. &xample,the command to
broadcast an evacuation message to all intercoms (instead of one by one).

.

GRAPHICAL SUPERVISION 0000
For the graphical supervision, the objects include preconfigured symbols (image: & -
direct integrationinto MICROSESAMignoptic screens. ’

These symbols do not include all the properties of the objects, but they car
completed with theMICROSESAMErsions. Of course, you can also customise i
own intercom symbols and integrate the properties you want into the synoptic scre
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20. CARDIGO CUBE ON-BOARDING

CARDIGO enables the early distribution and circulation of new access control badges without any risk until
their first actual use.

For users, company access is made easier, as their badge is issued in advance (for example, delivered to their
home by mail).

For the Security department, since badges remain inactive until authenticated on a CARDIGO terminal, there
is no longer a risk of misuse due to loss or tfgadty intermediaries.

To activate a badge in the system, each user authenticates independently using a personal code received
separately from the badge.

Without geographic or time constraints, this solution is more convenient for the entire organization

need to report to a specific security post or adhere to a set schedule.

ACTIVATION CODE PROCESS
3 Generation of personal codes in an external CSV file for import int

MICROSESAME ‘ :

3 Sending of personal codes separately from badge distribution

3 Distribution method managed by the client (mail, email, or SMS)

BADGE/CODE MATCHING ON CARDIGO

3 Badge scanning followed by entry of the personalized code

inactive with no access

Discover all the badge functionalities available to users in the following video:
https://www.youtube.com/watch?v=8QPhHKuUR38E
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21. MOBILIS CUBE 2024 PORTABLE
READER

NEW DATABASE SYNCHRONIZATION METHOD

3 Up to 50,000 identities downloaded in under 10 minutes

SIMPLIFIED CONFIGURATION & DEPLOYMENT

3 Checkpoint configuration profiles managed directly in
MICROSESAME

3 Operatoraccessible functions aridformation on the terminal can
now be assigned with greater precision

ENHANCED ERGONOMICS

3 New simplified theme available for automatic access control:
displays photo, ID, and a green or red background depending on
decision (in addition to the standard theme)

3 Badge reading or, with a single click, QR code scanning

CYBERSECURITY & MILFGFRADE

HARDENING

3 Passwords stored with signed hashing & salting

3 Automatic deletion of offline data from MOBILIS after a configurat
number of hours of server disconnection or after multiple failed
authentication attempts

3 Encrypted SQLite database

3 No badge key storageonly CSN reading

3 Internal antitime-back management within MOBILIS

Discover five realvorld use cases in this videottps://youtu.be/VViwGagQwDg

This explanatory video presents the five main use cases for the advanced features of the MOBILIS CUBE:
1. Mobile access control
2. Emergency evacuation area headcount
3. Restricted area entry control
4. Onthe-fly presence control by a security patrol
5

Replacing a wired reader for a temporarily open access point
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https://youtu.be/VVrwGaqQwDg

22. KEY CABINET

&

proxSaiie

MICROSESAMEntegrates connectors with ASS
ABLOY's TRAKA and DEISTER's PROXSAFE key @
These connectors, subject to licence, enable t
following operations to be carried out directly from «
MICROSESAMtlient or server workstation:

3 Assign access rights to keys/keytags and
groups of keys/keytags

Supervise events relating to cabinets and keys (Supervision objects).

Pass remote controls to cabinets (Supervision objects).

SETUP AND ASSIGN KEY®IBRS

Integration intoMICROSESAME simple, and setip takes just a few minutes. All the information on
keys, groups of keys and cabinets can be imported from the TRAKA or PROXSAFE software in a single
operation.

The assignment of access rights to these keys or groups of keys are then attributed transparently:
RANBOGt& Ay GKS da! aSNE MEHROSESABRISVERSESANIE TAT Saé¢ Ay

Thus, this key management benefits from all the precision of traditional access rights (membership of
profiles, time schedules...) and all the advanced features such as operator filtering, bulk edits, searches,
user gateways...

SUPERVISE TRAKA & DEISTER CABINETS

Importing the key cabinet configuration allows thetomatic creation of supervision objects associated
with TRAKA and PROXSAFE equipment:

3 For cabinets: connection properties, battery status, defects, door opening...

3 For keys/keytags or groups of keys/keytags: take/return properties, user concerned, return
time, out of time, position in the cabinet...

The properties of these supervision objects are animated according to the events reported by the TRAKA
or PROXSAFE servers.
The commands associated with the cabinets can be used to transmit a state change directly to the
servers.
The key access history is available via the technical history (supervision objects).
Finally, these properties can be used in a supervisioropticand their state can be observed in the
event monitor.
For TRAKA cabinets, a graph symbol is directly available for integration into the synoptics.
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The following is a list of available properties for each supervision object:
Serffe’

PROXSAREabinet object _
- Power outage PROXSAREeytagobject

- Low battery - Date/time of last event

- Connection to the server COMMAND - Keytag removed by the user
-  Datel/time of last event - Unexpected withdrawal

- Opening the cabinet - Withdrawn too long ago

- Door opened too long - Keytag returned by the user

- Department open - Return incorrect

- Tamper alarm - Secure return bypassedNoncompliance with
- Tear alarm on department compartment restitution protocol)

- Three incorrect codes - Return time exceeded

- Unexpected opening - Unlock for restitution for the user

- Unknown keyTag relered _
- Unknown keyTag removed PROXSAHEeytag Groupbject
- No exchange of keyTagBort opened and closed Date/time of last event

without KeyTag movement - Group wthdrawn incomplete
- Groupreturned incomplet

traka
ASSA ABLOY'

Subject CabineTRAKA Key ObjecTRAKA
- Power - Position
- Connected battery - Key plugged/available
- Battery level (3 levels) - Key taken by the user...
- Connection to the TRAKA server - Date/time of intake
- Logged inuser - Key returned by the user...
- Connection time - Date/time of return
- Opening the cabinet - Return time exceeded
- Duration of operation - Return incorrect (wrong slot)
- Door opened too long - Unexpected withdrawal

- Department open
- Tamper alarm
- Unexpected opening
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23. EMERGENCY RESPONSE
PROCEDURE (POI)

ASSISTANCE TO EVACUAANDNEMERGENCIES

The emergency response procedudefines the organizational measurethe emergency methods and
resources that the operator must implement to protect its staff, general public and the environmenthe
main demands for facilities with the greatest risks, including facilities under a specific responsgRipan (

MICRGESAMENTEGRATION

The POI support application built into MICREBSAME involved in the process of protecting staff through IHMs,
simple dedicated windows and through the following functions:

3 Setting POI zones into two categories: secure and unsecure
w Safe areas are those where staff are gathered free from hazards
w Unsecured areasorrespond to the rest of the site

3 Providing the list and number of people present on site in real time by area, with display of their
clearances (if used), according to their badges on badge readers

3 Realtime monitoring of staff migration from work areas to secure areas after triggering the POI, during
exercises or incidents

Search for a person to know their location (safe area or not)

3
3 Edition of people names with charts for selected areas
3 Possible export to pdf file of the list of people

3

The operation and display of POI areas starts from a synoptic plan or the general menu

L B | — /| To facilitate the census at gathering points (secure areas), it is

WY e ot v st 3 (SRR zoes o st 4 | oot 10 use theMOBILISportable termina) which is

TESSLimnm O @Ssiewmns | intended for outdoor use. No need to wireaders, the badges
CERTIC DAMEN 27/03/2012 17:45: DANTONI FREDERIC  27/03/2012 1. 5 are read by the evacuation Officers.

BOISSON NICOLAS  27/03/2012 17:44:41

I‘i J w
Recherche POI Non Sécurisé Recherche POI Sécurisé || Raffraichir
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24. CONTROL OF REST TIME

RESPECT FOR LABOUR LEGISLATION

Article L31311-2 of the French.abourCode stipulates that every employee enjoys a daily rest of at least
eleven consecutive hours and a weekly rest of a minimum of 35 consecutive hours.

MICRGESAMEhrough the Rest Time Contrélfunction, allows you to easily complysing the building access
control system.

The automatic analysis of emplaybadge passages allows to calculate whether these legal rest times, or
other resting times stipulated by the company, have been respected. Several options are available to choose
from:

AUTOMATICALLY BLOCK Atocemployees who TEMPORARM.OCKAGEanbe manually removed
have not followed the appropriate deadlines by authorised operatoss.

between exit and ennce to the site, on a  LopoREENERATION checkanomalieson rest
temporary basis until the times are respected time

dS'?NAr% thHr'i F?F:'iLDDnENtAWar”%W:Fh? _ EXCEPTIONAL EVENTHS:is also possible to
ate a 'me Tor the next access authorizatio "disengage" the monitoring of the rest time for all

dlsplayed in the user record. Access bhxtk employees
optional.

To quickly deal with large populations, the resting time control function is based on the concept of "resting
regimes" Each "rest regime" requires declaring entrance/exit readers, establishing the durations and days of
rest, and the start times of weekly and daily calculations.dossible to record several "rest regimes" so that
each user is controlled according to the rules and readers that concern him. This attribution can be carried
out directly inMICRGESAMIér via a gateway with the company HRalaase.

When the option is enabled for an employee,
rejected reader passages appear as "off time schedule
in the event monitor and the history log in
MICRGESAME

A [rr—

Rest period monitoring

By opening the ID record, it is possible to view the
temporary access ban and to know the date and time
of the next access authorization.

actve @) REGIME_1

2300:% 02/D5/2015 100:34 AUTOMATE CONTROLE DE REPOS Sit=Prin

If necessary, this temporary blockage can be
manually removed by aauthorised operator.

Finally, to carry out a more comprehensive follay of employees through the HR and Security services, the
MICRGESAME Yy A OSNE I f wSIjdzZSaGSN) fft26a G2 tFdzyOK $SS1 ¢t
GAYS aO0OKSRdzZ S¢ FT2NDARRSY 00Saa 6aSS 1 Aaid2Ne | yR
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25. PATROLLING ROUNDS

PATROLLIN&GSSISTANCE

Patrolling managemeniMS-PCR, a former software option now included MICRGSESAMEsoftware option
that allows you to create rounds and agents that are required to perform patrolling rounds on a site in real
time.

A surveillance round is a predefined route of readers, on which the patrolmen in charge of the round must
present their IDin successionThis option allows you to control the progress of several operators over 64
different routes. (one operator/round).

MANAGEMENT OF PATROLIERGND®anuse existing readers on your site without dedicated readers or
specificmaterial for carrying out rounds.

THE PATROLLIRGUNIzanbe carried out without the right of access to the relevant readers but in this case
without authorised access. The patrolling operator can use its access control ID (badge) to complete the
round.

SPECIFIC OPERARDBHT ®xist for patrolling rounds manageme(dccess to the application and round
management, without the necessary access rigtt€)peratorswith restricted profiles

To start gpatrollinground, select a round from the lisind choose the operator in charge of ttmund. The

time set between each reader must be respected. In case of time overrun between 2 readers, an event or
alarm is automatically triggered on the event monitor, specifying the operator and the concerned patrolling
round. On alarm, the possible actioneaAcknowledge, View the synoptic graph, View the associated camera
in VISIOSESAME

< S o ¢« o[ 2
At scrol Erase Restra Direction of Insertion Datalls  Display o

Filtres £

Events

: Data - Time Element Message
(| Jeu. 25 oct. 2018 10:.. L4 Readl Rondier Paul: authorised passage

No Alarm i jeu. 25 oct. 2018 1(k.. @ Patrol_1 - 1D next reader 2 @
jeu. 25 oct. 2018 1lk.. @) Patrel_1-ID previous reader 1

Properties jeu. 25 oct. 2018 10:.. @ Patrol_1 - Number of completed stages 1 Patral 1-Time expired
jeu. 25 oct. 2018 10:.. ) Patrol_1 - Max stage duration &0 =
Jeu. 25 oct. 2018 10:.. ) Patrol_1 - Date/time of stage start 1540457447 rJ:&fﬂl;;ff‘mW“’“w““““
Jeu. 29 oct. 2018 10:... k4 Read2 Rondier Paul: authorised passage
jeu. 25 oct. 2018 10:.. @ Patrol_1 - Guard ID 0
jeu. 25 oct. 2018 10:.. @ ks Biakiaaiiiiiaa 0 Pl shepTimeE =1
jeu. 25 oct. 2018 10:. @ | U2 e ey 0
jeu. 25 oct. 2018 10:.. @) Patrol_1 - ID previous reader 0
jeu. 25 oct. 2018 1. @ Patrol_1 - Number of completed stages 0
jeu. 25 oct. 2018 (k.. @ Patrol_1 - Date/time of start V] Actions
jeu. 35 oct. 2018 10:... @ Patrol_1 - Max stage duration o
jeu. 25 oct. 2018 10:.. @) Patrol_1 - Date/time of stage start 0
jeu. 25 oct. 2018 10:.. @)  Patrol_1- In progress No

o
Aknowledge
Jernier Swinament il y 3 moins duna minute - LE lignae g g}
View the camera View foe recond
Q;I
Disglay the synopic
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A dedicated table shows in real time the different information and round status:
3 In progress, the operator that makes the round,
3 The delay since the start of the round,
3 The time allocated to the operator for swiping his badge on the next reader with a progression bar
(with coloursgreen, yellow, orange, red), depending on the remaining time
The total time for each step
The total number of steps
The current status

The last reader where the operator ID was detegted

N N WL LN WA

The operator ID or point must be presented

The operator can also allow extra time for thgerator to swipe his badge on the reader (passages are
still possible at any time), or to cancel the round.

Mame/Surname  Photo

B E o) ¥es  AondierPaul ” lessthanamimate s [ | 3Euec w2 [ ] Read]
p Patrol management: in the Patrol Tab lj
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26. HISTORY, APPLICANT, REPORTS &
JOURNALS

These functions are natively integrated into thBCRCEESAMEolution

HISTORY

The 'History"' feature, from a heavglient, allows you to view all the events in the database. It keeps track of
the building (badges, technical alarms...), the system and the actions taken by the operators.

Storage capacity is not limited. By default, the event retention period is set at 30 days, but this value is
adjustable (3 months is the value used by the CNIL).

The criteria for searching and displaying events, alarms, movements are presentgibbwalaiew
with common criteria andby the following tabscorresponding to types of events

Access control.

Technical events.

3
3
3 System events.
3 Audit of changes (operator actions).
3

Merge of all events.

These fields are different for each tab. By default, the search period uses
the current time and the last 7 days.

Historique - se findevents.exe - =] bd
=IEY=] o & Q
Fusion Colonnes Résultals  Notes
Périade de recherche Tri chronologique .
~ ~ N = p I <" Rechercher
@ Précéfinie () Durée () Avancée |7 derniers jours ~| @ Normal C Inversé - J
Contréle daccds  Evénements techniques  Evénements techniques (anciennes variables)  Evénements systdmes.  Note  Audit des modifications  Fuslon (tous les événements)  Fusion (tous les événements, anciennes variables)
Filtre: service info Llrublic 4 & 2
Evénements badges
Décision Autorisé [ ] Attente  [] Interdit
[ raison outes K|
Site Type d'identifie Statut de I'dentifiant
Tous mes sites =] [Tous | [ Liste noire Tous =
N'affiche que les lecteurs dont la description est égal @ -
Naffiche que les identifiés dont le champ ~ Service = lest éoal & ~| info
| Wiattiche que les identifiants dont le champ | lest énal & L]
] Choix des lecdteurs [7] Choix des groupes de lecteurs

supe de caméra Décision Commentaire lecte Nom Prénom 07 -Restauration  Type d'identifie Site Id utilisateur
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The History feature offers finessaystomisatiorand speed to the customer through:

FILTER ON CERTAIN [figlds):they allow to edit
very precisely thevents soughtTo get quick and
relevant filter choices, they can be fmesetdrop-
down lists depending on the system setting. For
example, the site choice (in muHite

management), the user type (visitor or

permanent), the ID status (lost, stolen, active...), ....

BACKUP AND NAMINGo simplify recurring
needs, it is possible for each operator to back up
and name typical searches with their settings and

WEBESAME

pre-filled settings. These different typical searches
are recorded in the gre-set filters" window with
the choice between private backup (visible for the
operator who created it) or public (visible for other
operators as well). This avoids entering the same
search criteria over and over and represents a
significant time saving

FILTERINGF the property visualization according
to the operator "category."

INFORMATION FOR FORBIDDEN PASSAGES:
site, unknown identifier, tightened control,
controlled passage, no acees

TheWEBSESAMtort offers among others these applications concerning this history theme, report,...

eeee

profile of the event. Simplified Event Monitor

€

Simple search or by filters

WEBREPORTS: Generate, export reports, predefined queries
WEB HISTORY: History access control events, techniques

WEBALARMS: synthetic view of current alarms
WEBREAL TIME FEHReaitime monitoring of events access, technique, system. Click to view the user

WEBACctivity-tracking Add and view open operator issues/comments of current acknowledgeable alarms

WEBMy site: Edit synthetic reports & graphs of authorised and refused passages on supervised sites.
WEBProperties: Help to diagnosing its installation: View the list of states / properties (e.g: open port) of
supervision object, perform filter searches, Interact with these states (remote controls), Inhibit a property |

maintenance

WESSESAME @
e &

Tickets

3
g
s

§ 666 0 @
i 0 0008

Porte 1 - Ouverture nattendue

ggggggggg

POOOOO!
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WEEBESAMBCCESS CONTRIIETORY

MICRGESAMRveb interface includes a tab that allows you to easily view access control history to search
for badge passages

Different parameters and filters, date, events (badges allowed, prohibited...), can be applied to facilitate the
viewing of data. The fields displayed as results are adjustable (title, name, id...).

HISTOR®OF TECHNICAL EVENTS WEBSESAME

Technical events related to the access control system can be searched via the History log.

RESULTATS
3 elément(s) trouve(s)
Date - Heure Description de la propriété Est une alarme Forcage Message Nom de supervision
03/12/2018 3 17:56:09 Connexion avec MICRO-SESAME Qui Aucun changement Déconnectée UTL_1.connected
03/12/2018 3 17:55:58 Explication de la déconnexion Non Aucun changement Aucune erreur LINE_1.connectedReason
03/12/2018 a 17:55:58 Connexion avec MICRO-SESAME Non Aucun changement Connectée LINE_1.connected

5 ¥  par page

ALARMS WEBSESAME

The operator can view theurrent alarms at the site(s) under his supervision. The information raised in the table
is updated in real time. Color coding makes it easy to distinguish between acknowledgeable alarm.

2 alarmes
Description Message Derniére modification Site
porte entrée - Ouverte trop longtemps oui lun. 22 mars 2021 10:42:46 Site Principal

porte entrée - Quverture inattendue MARCHE lun. 22 mars 2021 10:42:16 Site Principal
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WEEBESAMREPORTNIVERSAL APPLICANT

Also accessible from th&EESESAMIportal, the universal applicanallows the extraction of all types
of information contained in theMICRGSESAMMEatabase through the execution of an SQL query and

the generation of a report/result.

The following options are possible:

QUERIESThey natively exist in the product (see
list below) allowing you to have the most common
searches. Library of queries available in:
ServeurScriptsSqSglServaiRequestorFR

RESULTS, REPORappears directly in the HMI
after the desired query has been executed. It is
possible to export this result to a file in CSV and
PDF format. You can then use the CSV file from an
Excel spreadsheet or text editor to edit graphs,
make statistics, ...

REPORT EXECUTIomchange of ownership and
automatic emailing

CREATION OF CUSTOM QUERIES:

3 Through the integrator, the end customer
having a good knowledge of the SQL script
language, may use custom simple queries
based on examples of existing ones

LIST OF EXISTING REQUETES IN THE LIBRARY

o) appartenance_lecteur.json

] appartenance_lecteur sitejson

] contenu_groupe_lecteur_appartenance_profil json
) Echeance H abilitation_Inferieure_A_Un_Mois.json
] evolution_nombre_visite_par_heure.json

] evolution_nombre_visite_par jourjson

| Identifies_Devalides_Mois_Prochain,json

] liste_identifies_valides_en_liste_noire.json

] liste_passages_historises_sur_lecteurs_par_date json
o | requete_acces_resultants.json

] requete_identifie_identifiants.json

I requete_repos.json

| variables_sollicitees_sql,json

« | Visualiser_les_comportements_suspects.json

3 By TITECHNOLOGIES, on a project basis,
to carry out more complex queries
according to customer requirements, the
database schema & table content (MCD)
not being documented.

IMPORT, EXPORT QUEIRIfaemat "file.json".It

is possible to import a query that has been
previously exported from anothélICRGBESAME
system.

FILTERThe query may include settings to filter

the expected result based on a date, time, choice
in a dropdown list (company, service, reader, ...),
person, etc. If a filter field is not filled, it concerns
"all" of the relevant field

EXTRACTOR TOCavailable in the solution,
allows you to make automaticperiodic reports

of desired queries in defined directories to
simplify your recurring tasks

] Visualiser_les_deconnexions_modules.json

hiqy |

i iH

B c o E

['Semaine 1_Semaine 2 Semaine 3 Semaine d |
4206 307 7205 212

Laval 012 3291 5315
St-Jerame 4324
Longueuil §127

ona)
3100
as67|
4110 73|
4% 317
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DESCRIPTION OF SAMPLE QUERIES:

3 "Restrequest": List of users who did not respect tlassignedest times

3 "Users that will be no longédye valid on next month": List of people who will be disabled on a given date.
The interface for this query below displays the following filters: stad date registration numbername,
first name

GRAPHICS ANIDRVE® MICRGESAME

MICROSESAMEiegrates a graph/curve application that allows you to visualize the evolution of digital or logic
variables over a defined period of time and in the form of cur¥éss application offers the following possibilities:

3 A specific search period to filter obtainddta.

3 The curves data obtained are exportable in PDF format or a file.JSON at a chosen location. JSON files can al:
be used to import external settings.

3 Graphs allow you to group several curves under one graph.
3 The following curve display characteristics can be configured:

3 Colourson the curve, background, axes, texts, threshdlille of X andyY, curveypesto be chose
among the 3 differentypes:

- Line: used by MICRBESAMEproperties” (Notion of 3 possible thresholds with name and the
value of each threshold)

3 Histogram: generated from an SQL query

3 Camembert: generated from an SQL query
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27. GATEWAYS AND CONNECTORS

MICRGESAMEUBHs a safety hypervisor that integrates and interfaces with a large number of software,
hardware, systems, directories, etc. to offer a centralised global solution, the widest possible openness and
ease of adaptation to future needs.

MICROSESAME CUBeérefore makes it possible to manage a large ecosystem of functions and professions ant
to supervise alarms, defects of these systems with the capabilities of the solution described in the dedicated
chapters:MONITORING & SUPERVISION, SUPERVISION VIDEO, INTRUSION

SAFETY
FUNCTIONS

BUSINESS
FUNCTIONS

POSSIBLE CONNECORS FORIOBRSESAMEYSTEM:
BDD users & visitors: Web Department REST API, TXT/CSV files

Operator management LDAP, Windows Authentication (SSO => Heavy: NTLM, WEB: SAMLV2)
Supervisors I.T: SNMPv3 (from LPU TICDBE)

Hypervisors BMS OPC UA, MODBUS IP, Bacnet

Daemon, third party system (fire, ...), UGIS: MODBUS IP

VMS video system: SDK VMS, gateway TEXT/ASCII

Specific gateways projects and/or products (Web Department REST API, various SDKs, ...)

FEFNXYa G2 NBY2(GS WYy ALINENRZ Q2/TREnNET-0eKIBRA ea0/ktandsrds, and
qualified at ESI and Azur soft
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EXAMPLES OF INTERFACES REALISEDVMOCIRIMEESAMEY STEM:
3 Building hypervisoBMY t w, {aX t/ =] 9% t!bhw!a! X
w22Y YR NB&A2dz2NOS NBASNBIGA2YY 1 {23 tflyAdSOX

3 Truck flow management: EASYPROG, STACKR
3 Video: MILESTONE, GEUTEBRUCK, VIDEOWAVE, GENETEC (sé€echaptérERVIS)ON
3 Integration of the MILESTONE ACCESS CONTRGW, phugsupervision of TIL access control in the
MILESTONEPRKROJECT supervision interface (see the dedicated chapte©O SUPERVISJON
3 Intercom: COMMEND in IP/Import of subscribers, Calls, call notification (with distinction between normal ant
urgent), Night call transfer, possibility to connect to the intercom server (see dedicated chidpteRPHONY
3 DEISTER key cabinet: Synchronisation of identifications with COMMANDER 4 software
3 SORHEAerimeter detection via the MAXIBUS protocol of SORHEA
3 Fire panels via MODBUS protocol
3 AVIGILON video matrixes amailtiplexers, STENTOFON intercoms ... via ASCII, TXT protocol
3 IDEMIAMORPHO biometrics (s@2OMETRehapter)
3 9t SOFG2NR {/ 1 Lb5[9wX YhboXxX
3 MEMOGUARD ecall management
3 AASTRA Autocom
3 PTI systems (Protection of Isolated Worker)
3 HRdirectories{ b/ CQ{Z /{!2bQACSGS DSYSNI £ SQa .5w{x 5D!/ Qa {
3 SMTP messaging for emails
I GALAXY INTRUSIOGNTROL UNIT Honeywell l
cataxy B i

MICROSESAME CUBterfaces with the Honeywell NFA2P GALAXY Intrusion Control Unit using the TCP/I
protocol (SIA) (the usef RS232/RS485 ports and the use of a converter is no longer necessary). The use
Honeywell Galaxy EO8M ¢ Ethernet IP Transmitter module is also required.

Interfacing with Galaxy control units is quick and easy.

A maximum of 512 zones, 256 outputs and 32 groups can be managed with this gateway

See PDF MS_Cube_ Galaxy_Gateway for more details

{AYLE & RSTAYS GKS 02YYdzyAOF{dA2Yy LI NIYSGSNA | yR
objects from the templates provided by TIL in the library:

3 Point status feedbackést/Default/Alarm/Short circuit/ Masked/Excluded)
Group status feedback (MES/MHS/MESP)
Alarm feedback by individual point

Alarm acknowledgement by individual point

N N N WKW

Ejection of points from th1ICROSESAMitipervision
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3 Interface default feedback (RIO) (1)

3 Feedback of the control unit status
3 Sending of remote controls from MICROSESAMEALAXY

0 Activation and deactivation of alarm groups
o Activation of an output on the GALAXY from the MS supervision

0 Sirenstopsper group

(1) The Galaxy control unfirovides some information about its status.
With specific configuration using Frontshell software, it is possible to retrieve certain information using the
outputs of the Galaxy control unit. The information available is detailed in the Galaxy documentation. If the
desired information is not configable on the control unit, it will not be available MiCROSESAME

BIOMETRY

MICROSESAME&able to manage the biometric readers of several brands & ranges: EVOLUTION CUBE,
IDEMIASTID, HANDKEY.

For the EVOLUTION CUBE TIL and STID:

3
3

3

EVOLUTION CUBE TIL and ARCHITECT readers

TIL has integrated biometric readers in transparent mode with ANSSI compliant (SCCPv1) and ANSS
certified protocol (SCCPv2)

Biometric solution with badge bio (1:1) compliant with CNIL recommendation AU52: the
FAYIASNILINAYyGa | NB Ay S| OK slifatdiasgeyiiks case, Rdfgelpnil v
are enrolled in the STID SECARD BIO software, which writes them to the badge

For the IDEMIA brane @:MORPHO):

3
3

SIGMA (fingerprint) series readers, MORPHOWAVE COM(( )) |DEM |A

(contactless orthe-fly reading of fingerprints...

The biometric registration is done through the MORPHOMANAGER log of

IDEA which can be opened by a simple click on a favorite in the user f(MCBIOSESAME

TIL has integrated the MORPIBRIDGE gateway from the MORPHOMANAGER software to be able tc
send user records and credentials, create®MiCROSESAMEB the MORPHOMANAGER software, in
order to avoid duplicates.

Biometric solution with:

0 badge + bio (1:1) CNIL AU52 compliant: fingerprints placed in each badge and not in
centralized database. In this case the fingerprints are enrolled in the MORPHOMANAGER Ic
which writes them in the badge

0 bio only (1:N) subject to moreonstraints by CNIL AU53 because fingerprints are centralized in
a database that needs to be protected (see RGPD). In this case the fingerprints are enrolled |
the MORPHOMANAGER log which sends them directly to the BIO readers
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STANDARINFORMATIC PROTOCOLS

It is possible to interface industrial daemons or BMS systems using@i2BUS IPprotocol.

MICROSESAMEso hasecure UA OP@rotocols (server only). These protocols are widely used in the market,
allowing the link between systems.

This allows you to interface:

OF SUPERVISORS

3 Prysm Appvision cc
JDRA

3 Codra Panorama -

3 Wonderware PcVue Solutions

3 PCVUE P

DAEMONS, FIRE POWER PLANTS COMPATIBLE WITH MODBUS IP OR O
3 Schneider
3 DIRIS...

API REST & WEBSERVICES

TIL provides its customers afidS OKy 2 f 238 LI NIYSNBR SAGK Iy 1tLX | ONRY&E

This APl makes it easy to develop gateways betid@«PROSESAMIR other applications by exchanging data in the
TIL supervisor database:

The API precisely defines the methods by which computer developers can write programs, in their own applicatior
that can interact with microphone (function or data call).

The dialogue betweeMICROSESAMiAd thirdparty applications takes place over the network via Web Department.
That is, the APl uses the https protocol, the most commonly used communication protocol.

Caution: Access to the MICROSESAME API is subject to the signing oagdlosure Agreement (NDA).

EXAMPLES OF REST API EXCHANGES WITH OTHER LOGS:

The interfaceslready realized concern both existing and commercialized logs and applications developed specifica
by our customers:

3 Specific Visitor Management Log (@&tle...) or personalized intranets with appointment interface
(users and credentials)

ASW Meeting Room Booking Log (Users)

Personalized room booking application (users and credentials)

Attendance time calculation application (users and history of badges)

Conference hosting application (users and history on maobile reader)

N N N N W

Canteen billing log (useasd history badges)
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3 eGestrack operations tracking log (from STACKT) for logistics platforms (users, credentials and histor

badges)

_ 3 Rail/Road Transfer Platform Management Application (users and history of license plate readings)

3 Interface betweerMICROSESAMIAd KONE elevator (user and credential)
3 interface betweerMICROSESAMBd TEB video log

GATEWAYS WITH MANAGEMENT APPLICATIONS, HUMAN RESOURC
DIRECTORIES, ETC.

In many cases, it may be interesting to exchange data betMi@RGESAMEN databases that
manage the company's employees or users (HR bases, directories, etc.).

Automating thesynchronisatiorof thesedatabases with the access control system is useful as the
number of badges in circulation is important, and it allows:

Preventing duplicates (significant time saviagd accuracy)

Automatically assigngaccess to people based on rules (amdo be defined byroject (according
to their service, function, etc.)

3 Immediate and automatic consideration of staff arrivalglepartures, ensuring optimal

security.

3
3

With the gateways proposed by TIL, WEB SERVICES APl RESKVNCMICSV), the automatic data
update can be set up toccurat a fixed time or vheneverthe source filechanges Of course, manual
synchrongation is still possible.

MICRGESAMEBupports synchrosation with several different sources, each source may have a specific
synchrongation configuration.

MICRGESAMEcan also be transformed into a data provider, to deliver to tipaidty systems
(Restoration, Printing Service, Key Cabinet Management, etc.) @mdata created by access control

and multi-application badge encoding, with  WEB SERVICES or MS_RSYNC (CSV) gateways.
MICROSESAManpower different systems with custom data for each thpadrty application.

This automatically updates the basics of thiraty systems, and prevents users froegistering andenrol their
badges on each system.

MESSAGING

MICRGESAMIncorporates an emaitbn-alarm function via SMTP. An ala¢mtrusion, access control, technical
alarms) can be sent by email.

Itis also possible, following the execution of a report withuhéversal applicanto automatically trigger
its sending by email to defined recipients.

Sending by SMS is not directly integrated WHHCRCSESAMEN requires taking a thirgarty solution.
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MICROSESAMBTERSYSTEM

The ISMS gateway allows the exchange of data via IP network between several independent
MICRGESAMEystems (UDP protocol). Data exchanges are based on property hames.

Example of ge: Acustomerhas severalsites with a server and a security PC operating by site. The
customer has an intesite IP network. A site could act as a censealiof synthetic alarms at weekends
andhosta clientcapable of connecting to all the sites/servers (one at a tifils, if a major synthetic
alarm is sent from the X server to that central server, the central operator will receive that alarm on its
site operating station. It will be instructed to log on the client station pointing to the X server and manage

the alam.
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28. BANKING MANAGEMENT

Securing a banking agency must respond to specific processes and use particular access control functions. Faced
the risks of robbery, duress access or internal maliciousness, entry into secure areas and opening of safes must
ensured by strong authwication solutions (double identification...) and according to defined scenarios (timeouts,
sequences of actions...). The solutions implemented must therefore allow complex automations to be configured in
simple and scalable way.

TILLYS daemons, VAULTYS operation keyboarddl@RDSESAMeags can meet all bankinc/AULT YS
agency needs. CUBE 'l‘ﬁ

3

3

Complete local setting of a serverless banking agency with export of the setting to import into the central serve
and duplicatable on all X agencies
Agency equipment with HMI dedicated & simplified: LED colors of readers customizable according to state
badge reader display with timeout countdown and color according to state EN/Off monitoring STE,
SAS and uniqgue access to STE (Secure Technical Enclosure)
0 One open port between each safe and STE access
0 STE entry prohibited if an open safe and/or a person already on area
o0 Multiple authorized persons but only one type of worker at a time (unique population)
Chests management and timeout on the VAULTYS 7" colour touch screen:
o Identification by code, badge or badge + code
o Permitted opening of only one chest at a time
o0 Visualization of the current timeout
o Filtering accessible safes and customizing timeouts according to the speaker, time schedules or oth
conditions...
Customizable conditional or sequential controls
o / 2Y0AYl UA2ya 2F | OGA2ya o0SGsSSy oFR3IS | 0O0Saas
o Different depending on the type of worker: conveyor, employee, line manager...
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29. UNDERSTANDING THE SOFTWARE
OFFER & MATERIAL CUBE

CUBE OFFERCALABIACCESS CONTROL SOLUTIONS
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